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Welcome to Admin Console

Welcome

Welcome to the Admin Console. The Admin Console is used to configure the TalkMaster FOCUS Server
and the IP Endpoints that connect to it.

If configuring IP Endpoints to operate only with a SIP 2.0 Server, please review the_eSIP Standalone
Configuration topic.

If upgrading from a previous version, please review the Release Notes topic.

For an overview of the system, please review the System Overview topic.

For an Overview of the Administrator Console, review the Administrator Console Overview topic.

Release Notes

V 6.0.2 Release August 2019

Administrator Console Changes and Corrections

Fixed an issue where the Text to Speech Engine on the Setup — File Locs tab change
would not affect the selected voice

Added the ability to suppress Call Queue Entries generated by an IP Endpoint when it's Talk
button was pressed. This enables the Talk button to trigger an Event in the Event
Configuration Console. The new option is available on the IP_Endpoints — Opt 3

tab. Device needs to be configured as call-button and no call queue entries

Fixed an issue where the IP Endpoint list would be disabled when creating a new Paging
Group on the Paging Groups — Endpoint Members tab, and the group type was changed
to queued

Fixed an issue that would prevent the removal of a fixed RTP port on the IP Endpoints —
Opt 1 tab

Improved the performance when loading tens of thousands of entries on the Audit tab

TalkMaster FOCUS Server

Fixed an issue where an IP Endpoint could be reported as being "Disconnected" to Consoles,
but the endpoint’s LEDs indicated it was “connected”. This caused issues with TalkMaster
communications, but SIP calls would still work

Improved the performance and reliability of sending RTP audio to IP Endpoints

Added .5 seconds of silence to the end of a pre-recorded audio file when sending it to one or
more IP Endpoints

Fixed a pacing issue when sending a pre-recorded audio file via TCP to an IP Endpoint

Fixed an issue which could occur after several weeks if many devices were continually
connecting and disconnecting

V 6.0 Release June 2018
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Administrator Console Changes and Corrections

Changed the meaning of the colored ICONSs in the IP Endpoints tab to indicate whether
Authorized IP Endpoints are connected to or disconnected from the TalkMaster Server

Added menu option Search-->Search IP Endpoint List (and keyboard shortcut ctrl+f ) which is
available on the IP Endpoints and Status tabs

Added menu option Tools-->Remove Disconnected Devices to remove |IP Endpoint
configurations for old devices

Added the Endpoint Keep Alive value on the Setup-->Settings tab for IP Endpoints with
firmware V7.3 or greater

Improved the performance of the IP Endpoints and Status tabs when connecting hundreds
of IP Endpoints

Added configuration support for IP7s that have a wireless network connection (available in
Q3 2018)

TalkMaster FOCUS Server

Added support for changing the keep-alive time between the TalkMaster FOCUS Server and
IP7 Endpoints with Firmware Version V7.3 or greater

If Paging Group audio is sent via Multicast and the Endpoints support RTP, the Server will
send audio to the Endpoint using standard 160 byte RTP packets

Reduced the default memory size used for creating new threads to improve overall memory
usage

Optimized thread dispatching for installations with thousands of IP Endpoints

Added the ability to send a server based Message to a single IP Endpoint via RTP using the
TalkMaster FOCUS .Net SDK

Added support for IP7 Wireless configuration

V 5.2.6 Release May 2018

Administrator Console Changes and Corrections

Added menu option Tools-->Find Device By IP Address and Tools--> Save Device By IP
Address

Added menu option Tools--> Record Program Events To File and Tools--> Open Support
Folder

Added automatic duplicate checking in the IP Endpoints tab for Location Name and SIP
Extension

V 5.2 Release June 2016

Administrator Console Changes and Corrections

Added support for IP7s running firmware V7. PLEASE NOTE that TalkMaster FOCUS V5.2
or greater is required to discover IP7 endpoints with V7 firmware
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Added support for the new IP7-MZC Multi Zone Controller. The IP7-MZC is an IP Endpoint
that can support up to 48 zones of full-duplex audio and is designed for use in Central Station
security environments. Refer to the ZC tab on the IP Endpoints tab

Added the ability to display an internal "health" report on a device. Refer to the IP Endpoints
tab

Added the ability to add existing MP3 audio files as Messages. Please note that when the
audio file is sent to the IP Endpoints it will be converted to a uLaw wav file with an 8k sample
rate

Added support for Paging Groups that support low priority multicast audio which allows the
audio to be interrupted with normal priority audio or intercom requests. Refer to the Multicast
Address and Port on the Paging Groups tab

Added support for using the STUN Protocol when an IP Endpoint is running as an eSIP
client. STUN (if allowed by a firewall) can help improve connectivity between SIP based IP
Endpoints connecting to a SIP Server from behind a NAT'd firewall

Added the ability to password protect IP Endpoints using the IP Endpoint Security option.
IP Endpoint Security implements a Challenge Response Authentication process between an
IP Endpoint and any software program that tries to access it. IP Endpoint Security requires
IP7 Firmware V7.1.2 or greater. Please refer to the topic on Using Endpoint Security for
further details

V 5.1 Release November 2015

Administrator Console Changes and Corrections

Added "IP Video Sources" tab to define supported Axis and RTSP capable IP Video
Cameras

Added Setting -> Video Source Types editor to add support for additional IP video sources

Added Associated Video Source to IP endpoint --> Options 3 tab

Version 4.1 Release December 2013

Administrator Console Changes and Corrections

Support for Software License Key, machine signing

Support for Software License Key, application of license key
Support for server-based Message Playback

Support for server-based Message Recording

IP Endpoint "IP7 Tracking Enabled" address supports UNICAST host address

Version 4.0 Release December 2012

Administrator Console Changes and Corrections

Added the Recording Warning option to the Endpoints --> Options 3 tab to enable the IP7 to
play a warning tone when the IP7's Microphone is active
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Added the Allow Multiple Logons to the Operators tab

The Status tab lists the number of times an Operator has logged on with the same Operator
ID

Added the Export Settings and Import Settings to the File Menu for backing up and
restoring the TalkMaster FOCUS Server settings

The Audit tab now lists the starting and stopping of Monitoring sessions

The Fail Forward Overview topic has been added to this manual

Added support for configuring an IP Endpoint as a Music Injector

Version 3.0 Release January 2012

Administrator Console Changes and Corrections

Added several new configuration options

e Added the Endpoint Defaults and the eSIP Defaults tabs to streamline the configuration
process

e Added the Defaults button on the IP Endpoint Configuration tab to copy in the Endpoint
and eSIP Defaults setting to a new or existing IP Endpoint

e Added the Shared RTP Port for Operator Console Audio

e Added the "Automatic Return" option for IP7 Fail Forward on the Options 1 tab
e Added the Audio Profile settings for new AEC enabled IP Endpoints

e Added the eSIP settings for IP Endpoints

Renamed the Paging Protocols tab to Paging Options

Added the USB License Key information to the Help --> About menu

Added the ability to define a Repeating pre-recorded Message

Added the ability to define Queued Paging Groups

Added the ability to define an IP Endpoint to be used as a Microphone input device for a
Queued Paging Group

Renamed the Intercom Responses tab to File Locs
Eliminated the TTS tab and relocated the option to File Locs tab

Eliminated the Info tab for IP Endpoints and relocated the Firmware Version information to
the Configuration tab

Server Corrections and Enhancements

Updated the USB License Key driver to the latest release

Added support for Queued Paging

Added support for sending/receiving Operator Console Audio via RTP

Added support for overflowing IP7 IP Endpoints configured for eSIP to a SIP Extension
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Added support for firmware updating of IP Endpoints
Improved pacing of audio paging packets for UDP and RTP operations

When sending Audio Pages via UDP Unicast, if the IP Endpoint is configured to use RTP, the
audio is sent via RTP to the IP Endpoint's dynamically assigned or Fixed RTP Port

Added the ability to use an IP Endpoint as a microphone for a Queued Paging Group

Version 2.0.2 Release December 2010

Administrator Console Changes and Corrections

Added the ability for discovery, configuration and firmware updates to "connecected" IP
Endpoints via TCP instead of UDP, so updates can now be made to IP Endpoints behind a
NAT'd Firewall

Added the ability to define a Shared RTP Listening port for IP Endpoint audio

Added the ability to define a Fixed RTP Port for IP Endpoints on the IP Endpoints -->
Options 1 sub tab

Server Corrections and Enhancements

Added support for using Fixed RTP Ports on IP7 IP Endpoints
Added support for IP Endpoint discovery and configuration to "connected" IP Endpoints

Added support for using a shared RTP Listening port for IP Endpoints

Version 2.0 Release October 2009

Administrator Console Changes and Corrections

Added the ability to define pre-recorded Messages for 1-way paging

Added the ability to define paging Groups for 1-way paging and associate pre-recorded
Messages with each Group

Added the ability to add Groups to Operators. When an Operator logs on to the Operator
Console, the Groups and their associated Messages are included on a new tab used for 1-
way audio paging

Added the ability to select the Text-to-Speech engine to be used for applications created
using the "SayText" API from the Software Development Kits

Added an Update Now option to the bottom of the screen to dynamically send most
Administrator Console updates to the Server and Operator Consoles without needing to
restart the Server service

Added an option to use the RTP protocol instead of the TCP/IP protocol to send and receive
2-way Intercom audio

Added a Managed check box to the Intercom configuration to authorize devices added to the
system

Added a Replace option on the Intercoms tab to copy the configuration of an existing
endpoint and replace it with a new endpoint
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e Added support for new Handset options to the Options2 tab of the Intercoms tab

e Added the ability to Disable the Intercom's AGC (Automatic Gain Control) and manually set
the Mic Gain in the Options2 tab of the Intercoms tab

e Added the ability to specify the default Microphone codec to be used when the IP7's Talk
switch is engaged

Server Corrections and Enhancements
e Added support for server based Groups and Messages
e Added support for Text-to-Speech
e Enhanced usage memory used for Intercom threads
e Added additional error and buffer overflow checking to enhance system stability
e Updated the USB License Key driver to Version 7.5.0

e Updated the USB License Key Installation to only install the USB Driver. The USB License
Key can still be accessed over a network by installing the Network driver separately
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System Requirements

The minimum requirements™ to run TalkMaster FOCUS Server and Administrator Console are:
e Windows 7, Windows 8.1, Windows 10, Windows Server 2012 or Windows Server 2016
e 4th Gen Intel Core i3 or greater
e 4GB RAM
e 30 MB available disk space for software

e If audio sessions will be recorded, allow sufficient space based on retention requirements. One
hour of recorded full-duplex audio takes approximately 60 MB of disk space.

e Available USB port to hold the USB License Key (alternatively, Software License keys are
available)

e Windows supported Sound Card with microphone and speakers (the Server does not require a
Sound Card and the Admin Console will function without one but it will not be able to record audio
Messages and will not be able to listen to recorded audio sessions. These functions can be
accomplished on other PCs.)

* These are minimum requirements. As systems grow in size and complexity, more resources are
required.

System Overview

TalkMaster FOCUS Software is an IP based server solution designed to manage and interact with up to
5,000 intercoms and paging end-points from multiple consoles, regardless of geography utilizing
standards based TCP/IP protocols. TalkMaster FOCUS Software consists of the Server, the Administrator
Console, one or many operator consoles, and additional integrated services. The Server manages the
connections between IP Endpoints, Operator Consoles, and Integrated services.

The TalkMaster FOCUS Server software is available either without a license (Solo) or with a license
(Enterprise). For additional information on the differences, see the Solo and Enterprise topic.

The Administrator Console is used to specify Server options, Intercom configurations, Queues, Operators,
Messages, Paging Groups and Video Sources. Operator Console is used to answer calls from and
initiate calls to IP Endpoints.

Queues (Logical groups) of Intercoms can be created and simultaneously managed by one or more
Operators utilizing Operator Consoles. Incoming calls from IP Endpoints are automatically routed to the
Operators assigned to the Queues. Unanswered calls are listed in priority sequence at each console that
is monitoring the Intercom. When answered, a call is immediately removed from the Calls Waiting list of
other Operator Consoles .

If a Queue's call volumes exceed defined service levels (Overflow), unanswered calls are directed to
additional console operators. The Overflow condition is automatically reset when call volumes return to
defined acceptable service levels.

Logical groups of IP Paging Endpoints (Paging Groups) can be created and listed on one or more
Operator Consoles. Operators can send live or pre-recorded Messages to the Paging Groups. The
Paging Group can be configured to deliver the message immediately or to queue the message, then send
when all intercoms are available.
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With the release of TMEE v5 support for associated IP Video Cameras has been added. Associated
Video is an additional license for Talk Master Enterprise Edition. The feature supports associating IP
Video Cameras (Axis and other IP Video Cameras that support RTSP) with a Digital Acoustics IP7
Endpoint for display in TalkMaster FOCUS Operator Console. The associated video is displayed in a
separate window when the IP Endpoint is answered. Multiple IP cameras can be monitored as a group in
a separate window.
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Solo and Enterprise

The TalkMaster FOCUS Server software is available either without a license (Solo) or with a license
(Enterprise).

The TalkMaster FOCUS Installer is the same regardless of the version. It includes:
e TalkMaster FOCUS Server
e Administrator Console
e Operator Console
e Firmware Management Console
e Archive Viewer Console

e Restart Service



Welcome to Admin Console

e Support Central Service

Solo does not require a license and is available with the purchase of Digital Acoustics hardware. Solo
includes the ability to run the TalkMaster FOCUS Server software with a single Operator logged in with up
to 250 IP Endpoints. Solo can be upgraded to the Enterprise Edition by purchasing a License Key.

Enterprise requires a License Key that determines the number of IP Endpoints that can connect to the
Server as well as the number of Operators that can be signed on concurrently.

The following integrated services can be purchased and added to the License Key:

e VolIP Connect - provides the ability to send live or queued audio messages to groups of IP
Endpoints from SIP based telephone systems

e Automation - provides automated audio messages to groups of IP Endpoints based on RSS or
CAP Atom feeds as well as event based messages

e Associated Video - Adds the ability to view Axis or RTSP based cameras in the Operator
Console

Fail Forward Overview

Digital Acoustics' IP Endpoints have patented fail forward technology, the ability to connect to an alternate
Server if the Primary Server Fails. All of the associated Consoles and Services also incorporate this
feature. Using Fail Forward improve the availability of critical communications.

In order for Fail Forward to work properly, the Primary Server and Fail Forward Server should have the
same settings (Operators, Paging Groups, Messages, etc). To facilitate this, use the File --> Export
option on the Primary Server, then use the File --> Import Settings on each of the Fail Forward Servers.

When using Fail Forward, the following criteria should be considered to determine how quickly IP
Endpoints will Fail Forward to an alternate Server:

up to 45

ii3 Endpoints Seconds 120 Seconds No

IP7 V5 Firmware up to 45

Endpoints Seconds 90 seconds No
Configurable  |Configurable 1 - 18 times

IP7 V6 or greater x 5 seconds :

Firmware Endpoints <10-45 Configurable

seconds (5 - 90 seconds)

e Disconnect Time - The maximum amount of time required for an IP Endpoint or Console to
sense a disconnection with the TalkMaster FOCUS Server.

e Primary Server Retry Duration - The amount of time the IP Endpoint or Console will
automatically attempt to reconnect with the Primary Server before attempting to connect to a Fail
Forward server.

e Supports Auto Return - Whether the IP Endpoint or Console can automatically return to the
Primary Server when it becomes available. If Auto Return is not used, manual intervention will be
required to have the IP Endpoints and Console return to the Primary Server. For instance, the
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Fail Forward Server can be restarted which will force the IP Endpoints and Consoles to reconnect
with the Primary Server.

TalkMaster FOCUS Status ICON

When the TalkMaster FOCUS Server is installed, an ICON that tracks the status of TalkMaster FOCUS
Server (iEnterprise.exe) is added to the Windows system tray.

6:21 PM
6/20/2016

(M i)

e Green ICON - TalkMaster FOCUS Server is running and Licensed
e Yellow ICON - TalkMaster FOCUS Server is running without a license (TalkMaster SOLO)
e RedICON - TalkMaster FOCUS Server is not currently running
Right-clicking on the ICON provides the following options:
e Open TMAC - Opens the TalkMaster FOCUS Admin Console

e Restart Service - Restarts the TalkMaster FOCUS Server. This option is disabled if the FOCUS
Services Status is enabled

e FOCUS Services Status - Opens the TalkMaster FOCUS Restart utility used for managing all
of the related TalkMaster FOCUS services

e Preferences - Displays the port used to communicate with the TalkMaster FOCUS Server. If a
change is made to this, the same change needs to be made in the Paging Options - System Tray
Port

e About - Displays the version of the TalkMaster FOCUS Server and License information
e Exit - Terminates the TalkMaster FOCUS Status ICON application

Digital Acoustics recommends using Windows to customize the Notification ICON settings so that it is
always visible. The procedure varies based upon the version of Windows being used.

Windows 10 - Open Settings--> Personalization--> Taskbar--> Notification Area

10
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&« Settings

@ Select which icons appear on the taskbar

Always show all icons in the notification area

@ off
Power » 0 Oon

Fully charged (100%:)

= Desktop Tool Tray Application for iEnterprise 0 On

iIEnterprise Status Service Registered SW Ib

Windows 7 - Control Panel --> Notification Area Icons

|E v Control Panel » All Control Panel Items » Metification Area Icons -

lit Wiew Tools Help

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden icons at any time, click the arrow

taskbar.
Icons Behaviors
l—H EWX, . i lShow icon and notifications v]
Get Windows 10
E I_:Il_es‘lctnp.Topoll Tra}rphppllcitmnfor |Erﬂ:]e_!'pr|se ’Show icon and notifications v]
iEnterprise Status Service Registered SW

Administrator Console Overview

The Administrator Console must be used to configure the TalkMaster Server options, IP Endpoint
Options, the Queues, Messages, Paging Groups, Operators and Video Sources that work together is the
system. It can also be used to track IP Endpoint events, play any recorded audio and see which IP
Endpoints and Operators are currently connected to the Server.

The Administrator Console must be installed and run on the same PC as the Server.

Using Endpoint Security

11
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When Endpoint Security is used, a security code or password is configured for each IP Endpoint in the
Admin Console and saved into the IP Endpoint. Once a Security code has been set, both the TalkMaster
FOCUS Server and IP Endpoint will issue "challenge-response" requests in order to establish a TCP
connection. The IP Endpoint will also issue a Challenge-Response request when ever it receives a UDP
command (such as a FIND ALL request). If the correct security code is not received, the IP Endpoint will
not respond to the request.

In order to use Endpoint Security:
e Check the Enable Endpoint Security option on the Setup --> Settings tab

o |f the same security code is to be used on each endpoint, enable the Security option on the
Endpoint Defaults tab and assign the default value

e On the |P_Endpoints --> General --> Confiquration tab, make sue to press the Copy Defaults
button when adding (or updating) an IP Endpoint. This will automatically add the default security
code on the IP Endpoints --> General --> Options 1 tab for the endpoint. A different Security
code can also be entered for each IP Endpoint

e Once all of the IP Endpoints have been configured, make sure to use the menu option File -->
Export Settings to save all configuration information to a secure location. This action must also
be taken any time security codes change or new IP Endpoints are added or replaced

e If the TalkMaster FOCUS Server ever needs to be restored, the File --> Import Settings option
must be used to restore all of the security information

Once a Security code has been saved in an IP Endpoint, it will no longer respond to a FIND ALL
discovery request and the IP Endpoint will not connect to the TalkMaster FOCUS Server unless the
correct Security code is provided.

If an IP Endpoint with a Security code attempts to connect to the TalkMaster FOCUS Server, but the
Security code in the IP Endpoints tab does not match, a Failed Authentication error will be listed in the
Audit tab:

© FOCUS Administration Console - Logged in as Administrator
File Tools Licensing Settings Help

.Setup ] Queues ] IP Endpoints | Messages | Paging Groups | Operators Audit |51311.|s | IF Video Sources |

|.ﬁ.|| Endpeints ﬂ |.ﬁ.|| Cperators ﬂ

When | Type | IP Endpoint | Console | -

13:30:00  Failed Authentication BTM - IP7-5E8 ICC2/T2X

and in the Windows Event Viewer - Application Log:

12
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'ﬁ'Errnr 6/17/2016 1:30:01 PM iEnterprise 2 MNone pno
i g

{2 Event Properties - Event 2, iEnterprise @

General | Details

Digital Acoustics Enterprise Communications Server
www.digitalacoustics.com

Device = 'BTM - IP7-5E8 ICC2/12X, ID = 044464, IP = 10.3.3.109
Message = 'Authentication from device failed'

[¢) [»

Log Mame: Application

Source: iEnterprise Legged: 6/17/2016 1:30:01 PM

Ewvent I 2 Task Category: Mone

Level: Error Keywords: Classic

Usen M/ Computer: DELL-CQZKS32. digitalacoustics.ce
OpCode:

Maore Information: Ewent Log Online Help

In order to restore the Security code and re-connect the IP Endpoint, one of the following option must be
used:

e Change the Security code for the device in the IP Endpoints --> Option 1 tab. If the device is
not listed in the Admin Console, use the menu option Tools - Add Device Security code to set
the Security code for the device and then click the FIND ALL button. The Endpoint should
automatically reconnect within 60 seconds

o Restore the Admin Console settings from a previous backup by using menu option File --> Import
Settings

e Restore the IP Endpoint back to Factory Defaults (please note that this requires physical
access to the IP Endpoint). Use the FIND ALL button to rediscover it and then re-configure it.

Logon

The Logon dialog is displayed when the Administrator Console program is started.
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L Required
ogon Required S

Logon ID |

Passward |

| QK | Cancel |

Logon with an Operator that has been defined with Administrative Rights in the Operator tab. The default
Logon ID is admin and Password is admin

(GJ The Administrator Console must be run on the same PC that the TalkMaster FOCUS Server software
is installed on.

If the connection to the Server is interrupted or if the Server is restarted, the Administrator Console will
automatically log back in using the Logon ID and Password that was previously entered.

Once logged on, change the Administrator password and create at least one additional Operator with
Administrator rights.

Common Buttons
Three buttons are found at the bottom of the screen. They can be used from any tab.

ipdate Maw Close Help

Update Now - used to send changes made in the Administrator Console to the Server and to Operator
Consoles that are currently logged on. The Update Now process is automatically run when the
Administrator Console is closed. This option significantly reduces the need to restart the Server
service.

Close - exits the Administrator Console.

Help - Opens the online Help.
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Setup

The Setup tab is used to setup Server-based options. There are four sub-tabs on this page: Settings,
Defaults, File Locs and Paging Options.

(GJ After all changes have been made, press the Update Now button on the bottom of the screen to send

changes that have been made in the Administrator Console to the Server and Operator Consoles.

File Search Tools Licensing Settings  Help

Setup ]Queues ] IP Endpoints | Messages | Paging Groups | Operators ] Audit ] Status ] IP Video Sources ]

Settings lDefﬁuIts ] Filz Locs ] Paging Options

[~ Unattended Queues Overflow
[ Play Beeps at Start and End
[V Record Audio in Call Queue

[+ Archive All Audio

[+ Support Console 127.0.0.1
alsITA/AL 3000 IP Endpaint Port
|:1C DL_.IS TICB ’W Console Port
TalkMaStEI'TM FOCUS ¥ Use RTP for IP7 IP Endpaint Audio

[+ Shared RTP Port 21000
E? [v Use Console UDP/RTP if Possible | 3010

[¥ Enable Endpoint Security

30 Endpoint Keep Alive (v7.3 and greater)

&4 FOCUS Administration Console - Logged in as Administrato — >

Close | Help

Update Mow

Settings

The Settings sub-tab of the Setup tab is used to set the Server options.
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Settings l Defaults ] File Locs ] Paging Options ]

[ Unattended Queues Overflow
[ Play Beeps at Start and End
[v Record Audio in Call Queus

[v Archive All Audio

[+ Support Consale 127.0.0.1

3000 IP Endpoint Port
3010 Console Port

[v Use RTP for IP7 IP Endpeint Audio

v Shared RTP Port | 21000
[v Use Console UDP/RTP if Possible | 3010

[ Enable Endpaint Security

30 Endpoint Keep Alive (v7.3 and greater)

Unattended Queues Overflow - When checked, any Queue that is not currently monitored by an
Operator Console will automatically overflow to any Operator Console that is currently logged on. This
minimizes the chance of having Endpoints that are not monitored by an Operator.

Play Beeps at Start and End - When checked, a beep tone is inserted at the start and end of each Talk
segment between an Operator Console and an Intercom. This provides an audible cue for the participants
in a Half-Duplex audio conversation.

Record Audio in Call Queue - When checked, Intercom audio is recorded while an Intercom User
presses the Endpoints' Talk button (audio is recorded for the duration of the button press) and is
available to be played back from the Calls Waiting List on the Operator Console.

Archive all audio - When checked, all audio between an Operator Console and an IP Endpoint is
recorded by the Server. The audio archive location is specified on the File Locs tab in the Server
Storage Path.

’
OConsult local laws governing the recording of audio conversations before selecting this option!

Support Console - Should only be used when directed by Digital Acoustics Technical Support. Check
this option to enable the TalkMaster FOCUS Support Service to record server tracking information while
it is running. The IP Address defaults to 127.0.0.1 (local machine). The IP Address can be changed to
send information to the TalkMaster FOCUS Support Service installed on another machine. Refer to the
Support Central topic for details.

Intercom Port - Specifies the TCP/IP Port that the Server will listen for Intercom connections on. The
default is Port 3000. The Endpoint's Server IP Port must match this value in order to connect to the
Server.
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Console Port - Specifies the TCP/IP Port that the Server will listen for Operator Consoles to connect on.
The default is Port 3010. The Operator Console Logon dialog must match this value along with the
Server’s IP address in order to connect.

Use RTP for IP7 Intercom Audio - Check this box to allow the Server to send and receive 2-way
Intercom audio via the RTP protocol. The Use UDP/RTP box on the Options 1 sub-tab of the Intercoms
tab must be checked for each IP7 that should use RTP. If this option is not selected, audio will be sent
and received using the TCP protocol which may cause poor audio quality if network delays are
encountered

Shared RTP Port - Check this box to allow the specification of a single Listening Port for receiving RTP
Audio from IP Endpoints. If this is option is not selected, the Server will dynamically assign a separate
RTP port for each IP Endpoint that connects to the Server.

Use Console UDP/RTP if Possible - Check this box to allow the Server to send and receive 2-way
Operator Console audio via the RTP protocol. The Use UDP/RTP box on the Console's Logon dialog
must be checked for each Console that uses RTP. The Operator Console always establishes a TCP
connection for sending/receiving commands to/from the Server.

Enable IP Endpoint Security - Check this option in order to use IP Endpoint Security.

’
OPlease review the Using Endpoint Security topic before using this option

Endpoint Keep Alive - TalkMaster FOCUS sends Keep Alive packets to IP Endpoint to ensure they are
still connected. For IP Endpoints using Firmware prior to V7.3, the Server sends a TCP Keep Alive every
5 seconds. For IP Endpoints with firmware V7.3 or greater, this option specifies the number of seconds
between Keep Alive packets sent by the Server to the IP Endpoint's TCP connection. A value between 5
and 60 seconds can be specified. This can significantly reduce network activity for installations with
many IP Endpoints. Digital Acoustics also recommends setting the Enable Fast Disconnect Detection
on the IP Endpoints --> General --> Options 3 tab along with this option

Defaults

Defaults are used to define default settings or templates used when adding or updating IP Endpoints.
Defaults can be setup for IP Endpoint settings, eSIP settings and for WiFi settings.

Endpoint Defaults - used to define default settings used when adding or maintaining IP Endpoints. If the
button next to an option is pressed, the corresponding values will be used when the Copy Defaults
button is selected in the IP Endpoints tab.
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Settings Defaults ]File Locs ] Paging Options ]
Endpoint Defaults | estp Defaults | WiFi Defaults |

18

m [ [ | (| | | | N e [

IP Endpoint Type |Client -l

[ Assign Automatically with DHCP

v Use UDP fRTP

[v Authorized Endpoint

Server IP Address | 10.3.3.220 ﬂ 3000

Fail Forward TP 1 | 10.3.3.249 | 3000

Fail Forward IF 2 |0.0.0.0 o

Fail Forward IP 3 | 0.0.0.0 | 0

[+ Enable Automatic Return To Primary

- |

I+ Enable Fast Disconnect

Attempts to Main Server before Fail Forward 2
IP Endpoint Type - Sets the TYPE for an IP Endpoint. See the Configuration sub tab for details.
Assign Automatically with DHCP - Determines whether the IP Endpoint will use DHCP or will
require a static IP Address to be entered.
Use UDP/RTP - Determines whether the IP Endpoint will use the RTP Protocol for transmitting
audio (recommended for most applications).
Authorized Endpoint - Determines whether the IP Endpoints will be automatically authorized to
the Server.
Server IP Address - Determines the IP Address of the TalkMaster Focsu Server that the IP
Endpoint will connect to. This defaults to the IP Address(s) of the PC.
Fail Forward IP 1 - Determines the IP Address of the Endpoint's first Fail Forward Server.
Fail Forward IP 2 - Determines the IP Address of the Endpoint's second Fail Forward Server.
Fail Forward IP 3 - Determines the IP Address of the Endpoint's third Fail Forward Server.
Enable Automatic Return to Primary - Available for IP Endpoints with Firmware V6 or greater.

For IP Endpoints that have failed forward to another server, determines if the IP Endpoint should
automatically return to its Primary Server when it becomes available.

Security - Sets a standard security password for IP Endpoints. The Enable Endpoint Security
option on the Setup -->Settings tab must be checked in order to set this option

Enable Fast Disconnect - Sets the Enable Fast Disconnect option on. See the Enable Fast
Disconnect option on the IP_ Endpoints -- > General --> Options 3 tab

Attempts to Main Server before Fail Forward - Sets the number of times the endpoint will retry
the Primary Server before attempting a connection to the Fail Forward Server(s). See the
Number of connection attempts before trying Fail Forward Servers option on the IP
Endpoints -- > General --> Options 3 tab




Setup Tab

eSIP Defaults - used to define default settings used when adding or maintaining IP Endpoints that will
communicate with a SIP based phone system. If the button next to an option is pressed, the
corresponding values will be used when the Copy Defaults button is selected in the IP Endpoints tab.

Settings Defaults ]File Locs ] Paging Options ]
Endooint Defaults  €SIP Defaults | wiri Defaults |

_| Primary Registrar |a'a.sterisld“—h:r;-.'.digitalamust | 5060
_| Primary SIF Server | AsteriskMow . digitalacoust | 5060
_| secondary Registrar |Gl'al'u:lst'eam.digitalacnus | S0&0
_| Secondary SIP Server | Grandstream. digitalacous | 5060
_| Local SIP Port 5080
_| RTPPort 25000
_| Door Code 5

_| call Timeout 5

Primary Registrar - Specify the IP Address or DNS of the primary SIP Registrar. Normally, the
SIP Registrar and the SIP Server are the same.
Primary SIP Server - Specifies the IP Address or DNS of the primary SIP Server.

If the Primary SIP Server or Registrar becomes unavailable, the IP Endpoint will automatically
reqgister with the Secondary Registrar and Server. The IP Endpoint will automatically de-register
with the Secondary Registrar and register with the Primary Registrar when it is available

e Secondary Registrar - Specifies the IP Address or DNS of the primary SIP Server

e Secondary SIP Server - Specifies the IP Address or DNS of the Secondary SIP Server

e Local SIP Port - Specifies the port to be used by the IP Endpoint for the SIP protocol. This
defaults to port 5060.

e RTP Port - Specifies the port to be used by the IP Endpoint for the RTP Protocol. This defaults to
port 46000.

e Door Code - Specifies the keys on the Phone's keypad to be pressed for the IP Endpoint to
activate its Relay (to open a door). If more that 1 digit is entered, the # key must be pressed in
addition to the Door Code through the Phones keypad.

e Call Timeout - While a call is in progress, specifies the number of seconds that audio can drop
out before the call will be automatically terminated.

WiFI Defaults - used to define default settings used when adding or IP Endpoints that can connect to
wireless networks. If the button next to an option is pressed, the corresponding values will be used when
the Copy Defaults button is selected in the IP Endpoints tab.
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Settings Defaults lFiIE Locs ] Paging Options ]
Endpoint Defaults | eSIP Defaults  WiFi Defaults | %

[T ssID | Digital AC_Metwork

" Passphrase | JkleSa1e!l#

J Username |

_| Password |

e SSID - Specifies the name of the Wireless Network to connect to
o PassPhrase - Specifies the password or passphrase that is associated with the Wireless
Network

File Locs

The File Locs sub-tab of the Setup tab specifies the file locations for several Server settings.

Settings ] Defaulis  File Locs | Paging Options ]

[ Play File when IP Endpeint connects to the Server
| C:\TalkMasterServerStorage YAudioyj_activ |

[+ Play File when IP Endpaint calls the Server

| C:'TalkMastersServerStorage AudioloneMo Browse |

[¥ Play File when IP Endpolj\xﬁt calls and an Operator is not logged on

| C:\TalkMasterServerStorage audio\unavai Browse |

Server Storage Path
| C:\TalkMasterServerStorage Browse |
Text to Speech Engine

Voice Microsoft Zira Desktop - English (United States}j

Play File at Intercom Connect - check this box to have all IP Endpoints play the associated wav file
when connecting to the Server. This option is typically used during installation to give the installer an
audible confirmation that the IP Endpoint is working. It is typically unchecked after the system is installed.
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Click the Browse button to select a wav file when the Endpoint connects to the TalkMaster FOCUS
Server.

Play File at Start of Intercom Session - check this box to have an Intercom play a wav file when the
Intercom's Talk button is pressed. This acknowledgement lets the Intercom User know that their call
request has been received by the Server. Click the Browse button to select a wav file.

Play File when Intercom is Unattended - check this box to have an Intercom play a wav file anytime
then Intercom's Talk button is pressed and no Operator Console is monitoring the Intercom. Click the
Browse button to select a wav file.

(GJ The wav files sent to the Endpoints must be encoded in either 8khz 8-bit PCM or 16-bit uLaw wave
format. 8khz 16-bit uLaw provides the best quality audio. Commercial or free software is available to
create these format. See application note for more information.

Server Storage Path - Specifies the file location used by the Server to store the iArchive directory for
Audit and Archived Audio files. If the Archive all audio option is checked, the audio clips will be created
in the iArchive directory.

Each day, a new sub-directory is created to store the audio archives. The sub-directory name is formatted
as YYYYMMDD where YYYY is the year, MM is the month and DD is the Day of the month.

Mame Size  Type Date Modified
|& | in-{2A772ADB-5515-9F 2E-950B-0AC02A701D35}-001b6 10346c1-151333-0809, wav 2KB Wave Sound 6/23/2009 3;13 PM
|| in-{2A772ADB-5515-4F 2E-950B-0AC02A 701D 35}-0008dc030c2f-132031-0594. wav 3KE Wave Sound 6/23/2009 120 PM
| & | in-{2A772ADE-5515-4F 2E-9508-0AC02A 7010 35} -0003dc030c 2f-132040-097 1, wav 2KB Wave Sound 6/23/2009 1;20 PM

Each time microphone or speaker output is produced, a separate file is created using the following
naming convention:

e "in-" (for audio coming in from an IP Endpoint) / "out-" (for audio going from an Operator's
microphone)

e Unique ID assigned to an Operator ID
e Unique IP Endpoint MAC ID
e Time (HH:MM:SS-mmmm)
e .wav extension
Use the Audit tab or the TalkMaster FOCUS Archive Viewer Console to play back the archived audio.

To specify a network drive for any of these file locations, use UNC notation (\server\sharename) and add
the appropriate Account and Password information to the Log On tab of the Windows Service for the
TalkMaster FOCUS Server.

Text to Speech Engine - The Text to Speech (TTS) drop down list is used to define the Text-to-Speech
voice engine that is available to Consoles and third party product that interface with the Server

Select the Text-To-Speech engine to be used by clicking the Voice drop down arrow New engines can
be added through the Windows Control Panel by selecting the Speech option.
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Paging Options

The Paging Options sub-tab of the Setup tab is used to specify how audio packets are delivered when
the same audio is simultaneously sent to multiple IP Endpoints (in the Operator Console, Talk Mode is
set to Group or All Active on the Intercoms tab or any operation from the Paging Groups tab).

T . .
Settings | Defaults | File Locs Paging Options
[ UBAM is in use
" Send Pages via UDP Unicast

{* Send Pages via
[ UDP Broadcast

|v UDP Multicast (IP7 Devices Only)

Multicast Address /24

| 225.1.1.0

System Tray Port

32111

UBAM is in use - Check this box if you are using UBAM software to send 1-way audio pages and to find
and configure Intercoms/ Paging Endpoints in remote subnets. Checking this box forces the TalkMaster
FOCUS Server to use UDP Broadcasts to find and configure Intercoms/ Paging Endpoints via the UBAM
software. This is typically used for older ii3 IP Endpoints.

(QJ If this option is selected, the Send Pages via UDP Broadcast must also be checked and the UBAM
Software must be setup.

Send Pages via UDP Unicast - By checking this box, audio will be sent to each device in the group via
UDP Unicast. UPD Unicast generates a separate audio stream for each device that is receiving the Page.
The maximum number of devices that can concurrently receive UDP Unicasts is dependent on the Server
and network hardware.

e |P7 IP Endpoints configured with the RTP option will receive the Unicast audio via RTP. The
TalkMaster FOCUS Server will automatically assign a unique Source and Destination port for
each IP7. The Source and Destination Ports will be automatically assigned starting from port
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20000. If the IP7 is configured using a Fixed RTP Port, it will override the Destination Port
assigned by the TalkMaster FOCUS Server.

e Forii3 or IP7's configured without the RTP option, the Source Port will rotate between 5002 and
7002. Port 1459 will be used as the Destination Port.

If an IP Endpoint has been configured to use RTP, the audio will be sent via RTP to the automatically
assigned or fixed RTP Port of the IP Endpoint.

Send Pages via:

UDP Broadcast - By checking this box, audio will be sent to the group via UDP Broadcast. UDP
Broadcasts generate a single audio stream on your network that can be "heard" by all IP Intercoms/
Paging Endpoint. UDP Broadcasts do not typically cross subnets.

UDP Multicast - This option is only valid for the IP7 series intercoms and paging endpoints. By
checking this box, audio will be sent to each device in the group via UDP Multicast. Multicast capable
devices "subscribe" to a single audio stream sent by the Server. UDP Multicast must be properly
configured on the network for this to work.

e Multicast Address /24 - Specify the first 24 bits of the Multicast Address that will be used
when pages are sent via UPD Multicast. The last 8 bits along with the destination port will be
rotated from 3 to 253 and will then be reset back to 3.

(GJ Note: If both Broadcast and Multicast are selected, IP7 Series devices will automatically use
Multicast and ii3 Series devices will use Broadcast.

System Tray Port - Allocates the port number used for the System tray tool to communicate with the
TalkMaster FOCUS Server. The System Tray Port icon to changes color to indicate the server status. If
the ICON is red, but the TalkMaster FOCUS Server is running, the port is most likely in use. Select a
different port and make the corresponding change in the Preferences for the system tray status ICON
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Queues

The Queues tab lists the currently defined queues and allows them to be maintained.

File Licensing Settings Help

Setup Queues |IP Endpaints I Messages I Paging Groups I Operatars I Audit I Status | IF Video Sources I

Queue Name |

Unassigned

QueveName [ East Wing

Marth Wing

West Wing
[~ overflow on queus age
Reset Overflow Age I 1 ISeconds ;I
Overflow Age I 10 ISec-:-nds ;I

 and & o

[~ overflow on queus size

Reset Overflow Size 1 Entries

Overflow Size I 10 Entries

[ Priority Endpoints Overflow to All Conscles

New | Delete Save

Update Now | Close I Help

A Queue is a group of logically related IP Endpoints that will be monitored by one or more Operator
Consoles for 2-way Intercom operations. Once Queues have been defined, IP Endpoints will be assigned
to them using the IP Endpoints - Options 3 sub-tab. Queues will be managed by Operators specified in
the Operator - Queue Management sub-tab.

The Unassigned Queue is the system defined default Queue that will be used if no Queues are created.
If an IP Endpoint is not assigned to a specific queue, it belongs to the Unassigned Queue.

A Queue can be configured to overflow IP Endpoints to additional Operators monitoring other Queues
based upon certain conditions. The Overflow condition is reset when call volumes return to defined
acceptable service levels.

Queue Name - Assign a descriptive name that will be used to identify the Queue.

Overflow on queue age - Specifies that the Overflow condition is based upon the age of the oldest call
that has not been answered for this queue.
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o Reset Overflow Age - The age of the oldest call that will reset the Overflow condition.

o Overflow Age - The age of the oldest call that will set the Overflow condition based on
seconds, minutes or hours.

And / Or - When both the Overflow on queue age and the Overflow on queue size have been
selected, click the And or Or radio button to specify how the two conditions should be evaluated. When
And is selected, both conditions must be met to put the Queue into Overflow status. When Or is
selected, either condition can be met to put the Queue into Overflow status.

Overflow on queue size - Specifies that the Overflow condition is based upon the number of
unanswered calls in this queue.

¢ Reset Overflow size - Enter the number of unanswered calls that will reset the Overflow
condition.

e Overflow size - Enter the number of unanswered calls that will set the Overflow condition.

Priority Intercoms Overflow to all Consoles - Sets an overflow condition for any Intercom that has a
defined priority in this queue. If a call is received from a Priority Intercom, the call will be sent to all
Operator Consoles that are currently logged on. The Priority can be set in the Queues sub tab of the IP
Endpoints tab.

To Create a new Queue, click the New button. A default name of NEW QUEUE is automatically
populated into the Queue Name field. Highlight the value and type in a new name. Configure any overflow
conditions and click Save when done.

To Update an existing Queue, click on the Queue Name on the left hand side of the page, then change
any settings on the right hand side of the page. Click Save.

To Delete an existing Queue, click on the Queue Name on the left hand side of the page, click the Delete
button. A dialog box will be presented to confirm the deletion.

(QJ Press the Update Now button on the bottom of the screen to send any changes that have been made
in the Administrator Console to the Server and Operator Consoles.
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IP Endpoints

The IP Endpoints tab is used to discover and configure all IP Intercoms/Paging Endpoints connected to
the current network. Once discovered, they can be configured as a Client connecting to the TalkMaster
Server and/or Registering to a SIP server.

(GJ Initially, the Intercom list will be empty. Press the FIND ALL button to discover any new IP Endpoints
that have been added to the network to populate the IP Endpoint list. All IP Endpoints must initially be
discovered on the network in order for them to be configured.

Click the Find All button to discover IP Endpoints as follows:

e The Server will issue both a UDP Broadcast and a UDP Multicast discovery request to
discover any new IP Endpoints. |IP7 series devices in Multicast capable subnets will respond
with a UDP packet to the Server with their device configuration and will be added to the list of
IP Endpoints. ii3 series devices (and IP7 series devices that are not in a multicast capable
network) in the same network segment as the Server will respond by sending a UDP
Broadcast with their device configuration and will be added to the list of IP Endpoints

e Ifan IP7 IP Endpoint was not discovered because it was in a non-multicast capable subnet but
the device's IP Address is know, use menu option Tools-->Find Device By IP Address and
Tools--> Save Device By IP Address to discover and configure the device

e If the IP Endpoint was not discovered and the IP Address is not known, install TalkMaster on a
laptop or PC in the same subnet as the device to perform the initial configuration

e Once a device has been configured to connect to the Server, the device's configuration will
always be available through its TCP connection to the Server

e Once an IP Endpoint has been discovered, it will remain in the list on the IP Endpoints tab until
it is deleted

If an IP address is listed as Remote, the device is an ii3 device and cannot be configured from this
Administrator Console. If appropriate, refer to the installation CD for instructions on installing the UBAM
software which will allow configuration of older ii3 IP Endpoints across different network segments.

If an IP address is listed as Disconnected, the intercom is turned off, not connected to this Server or not
operating correctly.

The IP Endpoints tab is composed of four sub-tabs General, WiFi, eSIP and ZC and each of these has
multiple sub-tabs. Changes made on the General, WiFi, eSIP and ZC sub-tabs are applied when the
Save button is pressed. Depending on the IP Endpoint model, it will take 10 to 40 seconds for the
changes to take affect.

The IP Endpoints are listed in ascending order by Auth / Location Name / Icom ID. IP Endpoints that are
not authorized will appear at the top of the list, sorted by the Icom ID. Click any one of the column
headers to resort the IP Endpoint list.
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@ FOCUS Administration Console - Logged in as Administrator = *
File Search Tools Licensing Settings Help
Setup ] Queues IP Endpoints ]Messages ] Paging Groups l Operators ] Audit l Status ] 1P Video Sources l
Auth | Location Mame | Icom ID | IP Address | Queue General ]WiFi ] esIP ] ZC ]
@  (5000) BTML.FD.FOM 046370 10.3.3.5  WestC Configuration ]Adapbers ] Opt 1 ] Opt 2 ] Opt 3 ]
@ (001 BTML.HD.ICC2A 660001 10.3.3.20 WestC
@ (5002 ETMLFD.HSAL 044513  10.3.3.9  WestC Type |client |
@ (5004) BTM1.FD.2Gang 0459F4  10.3.3.40 WestC
Location M 6014) BETM1.PAGE.5540
@ (5005 BTMLIP7STx.TSR 0IDACE  10.2.2.11  WestC ocation Name | (5014)
@ (007 BTMLFD.SPKR-IP-CSProd  049AB6  10.3.3.13 WestC Adapter In Use: Ethernet
@  (5008) ETMLFD.EDW-FD 044FB5  10.3.3.11  WestC » —
| |
@ (5009) BTM1.FD.MZC 043302 10.3.3.1%4 WestC IlaEss | =
. (6010) ETM1.HD.EDE 03A954 10.3.3.7 West C Subnet Mask | 255.255.255.0
@ (5014 ETMLPAGE.5540 03CC27  10.3.3.10  WestC
Gateway [ 10.3.5.1
@ (c015) BTM1.PAGE.SS40 048830 10.3.3.3  WestC
. (6013) ETM L. WiFi.Test 04516F 10.2.2.34 WestC DMS Address | 192,.168.254.237
@ EMLHD. i3-mst 030B36  10.3.3.4  WestC
Server-Peer Port | 3000
[+ Authorized IP Endpoint
Server P [ 10.3.3.220 | : | 3000
MIC Version 7.3.0.22
ICOM Version 7.3.0.22.12-3,40-C0. A Copy
ZC Version Unknown - Mo Board Found Defaults
[:5\- WiFi Adapter Mot Found
Last Saved: Mon, Jun 11, 2018 @ 10:24:00
« 3 Delete | Save Find All | |
Update MNow Help |

Auth - The Authorized column is used to specify that the IP Endpoint has been authorized for use on this
Server. If the IP Endpoint is configured to connect to a different Server, then this option should not be
checked. Any IP Endpoint that connects to this Server must be Authorized in order to be listed on
Operator Consoles. If the Authorized box is checked, the Auth column will contain a green or a red ICON

The Auth ICON colors are described below:

e Green - Indicates that the IP Endpoint is Authorized and that it is currently connected to
this Server. Note that if the Save button is pressed, the ICON will change to Red till the
device reconnects

e Red - Indicates that the IP Endpoint is Authorized, but is not currently connected to this
Server

e Yellow - Indicates that the IP Endpoint is connected to this Server, but is not Authorized
to this Server

e White - Indicates that the IP Endpoint is not connected and not Authorized to this Server

Location Name - Friendly name assigned to an IP Endpoint.

ICOM ID - Unique ID (last 6 digits of the MAC Address) assigned to the IP Endpoint at the factory. Match
this number to the ICOM ID sticker on the side or bottom of the Intercom.

IP Address - The IP Address of the Intercom.
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Queue - Name of the Queue the Intercom has been assigned to. If the Intercom has not been added to a
Queue, it defaults to Unassigned.

Right clicking on an IP Endpoint provides the ability to display an IP Endpoint's health report:

= (6015) Intercom Mame: (6014) BTM1.PAGE.S540
- L L Reset Connection
& LD

Save Configuration

Delete Device

Get health

Reset Connection - Closes the TCP connection between the IP Endpoint and Server and forces the
device to reconnect.

Save Configuration - Saves the IP Endpoint's configuration. This is the same as pressing the SAVE
button in the lower right hand corner of the screen.

Delete Device - Removes the IP Endpoint's configuration from TalkMaster. This is the same as pressing
the DELETE button in the lower right hand corner of the screen.

Get health - This option will display the following dialog:

(Device Hiealth informationt ==

Version: v7.1.1.37

Build Date: Jun 2 2016

Build Time: 16:35:24

Device IP: 10.3.3.27

Device Subnet: 255.255,255.0
Device Gateway: 10.3.3.1

Device DNS: 192.168.254.237
Device MAC: 00:1b:61:03:39:5a
Device Connect Status: Connected
Device DHCP Status: ON

Device DHCP Server: 10.3.3.1
Device Board Type: ICC-m

Device Board Mode: None

Device Distant IP: 10.3.3.220 I}
Device Name: BTM IP7-EDB (6201)
Errors: None

The buttons located under the right hand pane are used when maintaining the IP Endpoints list.
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Delete Save Find Al Replace

Delete - To delete an IP Endpoint from the list, select it and press the Delete button. A confirmation
dialog will be presented to confirm the action. If the IP Endpoint has a Security Code, a dialog will be
presented to verify that the device should be deleted.

Save - Applies any changes made to the IP Endpoint's configuration. Once the Save button is clicked, the
Intercom will be unavailable for approximately 10 - 40 seconds while the changes are applied.

Replace - The Replace button is used to replace the configuration of an existing IP Endpoint with a new
IP Endpoint that is not yet configured. When a IP Endpoint that is not yet configured is selected, the
Replace button becomes available. Pressing the Replace button opens a dialog containing any
Authorized IP Endpoint that is currently disconnected (check the Show All box to display all Authorized
IP Endpoints). Select the Intercom/Paging Endpoint from the list that should be replaced. The IP
Endpoint's configuration, including the Queue and Group information will be copied and the old endpoint
will be removed.

Replace Which IP Enoint?

Location Mame Icam ID IP Address
[ ]5how &l

(GJ Press the Update Now button on the bottom of the screen to send any changes that have been made
in the Administrator Console to the Server and Operator Consoles.

Client Types
IP7s can be defined in one of five ways by modifying the Endpoint Type and the eSIP Type:
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General |wiri |esp |zc | General | W &SP |zc |
Configuration l.ﬁ.dapters ] Opt 1 ] Opt2 ] Opt 3 ] Options 1 l[]pﬁ,]ns 2]
Type |Client Gl |SIP Extension Orly |

FFa R 3 Nut a SIP DE'I.I'iCE
i i g Primary Re i
Location Name  |coryer peer (Direct Mode) ¥ *S;P Extension Only E | 5080
SIP Stand-slone . _ |Dial 5IP Extension On PTT —

Adapter In Use: | eic Injector

e TalkMaster FOCUS Endpoint — The IP Endpoint will connect to the TalkMaster FOCUS Server or to
an IP Endpoint configured as a Direct Mode Server-Peer.

o On the General--> Configuration tab, select Client from the Type drop down box

o On the eSIP--> Options 1 tab, select Not a SIP Device from the drop down box

e SIP Extension — The IP Endpoint will register as an extension on a SIP based VOIP Phone system.
The IP7 can be configured as a 1-way Paging Speaker or as a 2-way audio extension that can
optionally dial an extension when its TALK button is pressed.

o On the General--> Configuration tab, select SIP Stand-alone from the Type drop down box

o On the eSIP--> Options 1 tab, select SIP Extension Only or Dial SIP Extension on PTT from
the drop down box

o If the Dial SIP Extension on PTT was selected, enter a number in the Out Dial Extension
field

o Refer to the_eSIP Stand-alone Configuration Steps topic for additional details.

e TalkMaster FOCUS/SIP Extension — The IP Endpoint will connect to the TalkMaster FOCUS Server
and can be configured as an extension on a SIP based VOIP Phone system. This provides the ability
for a call initiated from an IP7 to appear as an incoming call on the TalkMaster FOCUS Operator
Console and if it is not answered, to “overflow” to a SIP Extension.

o On the General--> Configuration tab, select Client from the Type drop down box

o On the eSIP--> Options 1 tab, select SIP Extension Only or Dial SIP Extension on PTT from
the drop down box

4 When SIP Extension Only is selected, engaging the IP Endpoint's TALK switch will create
a Call Queue Entry in TalkMaster. If the Out Dial on Queue Overflow option is checked
and a Queue Overflow occurs, the Call Queue Entry in TalkMaster will be removed and a
SIP call will be generated using the Out Dial Extension

¢ When Dial SIP Extension on PTT is selected, engaging the IP Endpoint's TALK switch will
make a SIP call

o If the Dial SIP Extension on PTT was selected, enter a number in the Out Dial Extension
field.

e Server-Peer - Two IP Endpoints can be configured as a standalone pair of Intercoms in Direct Mode
(no software required) . In this configuration, one is configured as Server and the other as a Client.

o On the General--> Configuration tab of the first IP Endpoint, select Server from the Type
drop down box
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o Assign a fixed IP Address, Subnet and Gateway and specify 3000 for the Port

o On the General--> Configuration tab of the second IP Endpoint, select Client from the Type
drop down box

o Configure the Server IP and Port to the IP Address and Port assigned to the Server Intercom

o On the eSIP--> Options 1 tab, make sure both IP Endpoints have the Not a SIP Device
selected from the drop down box

e Music Injector - The IP7 IP Endpoint can be configured as a Music Injector to send low priority
Multicast background audio to other IP7s on the Network. The Injector receives analog audio input
from its Microphone or Line In connections and sends it out on the network to a specific Multicast IP
Address/Port. Any IP7 that is setup to play Background Music from that IP Address/Port will play this
audio while it is idle.

o On the General--> Configuration tab of the IP Endpoint, select Music Injector from the Type
drop down box

o On the General--> Options 1 tab, select the Input Source of the analog music source as
either Microphone or Line In

o On the General--> Options 2 tab, check the Play Multicast Background Music option
o Enter the Multicast IP Address and Port that the audio is to be sent to

o Check the PTT Sends Audio option to have the Injector send the Multicast audio when the
Injector's Talk switch is engaged. If this option is not check, the Injector will continuously send
Multicast audio

o Select the Sample Rate Multicast audio will be sent at. A higher sample rate produces better
fidelity, but also uses more bandwidth. 8000 will produce a 64kbps stream, 11025 will produce
a 88kbps stream and 22050 will produce a 176kbps stream

o Configure all IP7s that should play audio from the Music Injector by checking the Play
Multicast Background Music option and entering the same Multicast IP Address and Port
used by the Injector.

General - Configuration

The Configuration sub-tab of the IP Endpoints tab is used to update the IP Address and option
information that is saved in the IP Endpoints so they can operate on the network.

(GJ Press the Copy Defaults button to copy in the settings from the Endpoint, eSIP and WiFi Defaults.
The Save button must be pressed for these settings to be applied.

32



IP Endpoints Tab

General |wiFi |esp |zc |
Configuration | Adapters | opt 1 | Opt2 | opt3 |

Type |Client |

Location Name | (5002) BTM1.FD.HSA 1

Adapter In Use: Ethernet

IP Address | 10.3.3.9

Subnet Mask | 255.255,255.0

Gateway | 10.3.3.1

DNS Address | 192, 168.254.237

Server-Peer Port | 3000

[v Authorized IP Endpoint

Server IP | 10.3.3.220 x| + 3000

MIC Version 7.3.0.22

ICOM Version 7.3.0.22.13-81.43-8.E6 Co
ZC Version Unknown - Mo Board Found Dehpuyllts
WiFi Adapter Mot Found

Last Saved: Mon, Jun 11, 2018 @ 10:25:11

Delete Save Find Al | |

Select an Intercom on the left side of the page and set up the IP information as specified below. Select
other tabs to configure additional information before clicking the Save button at the bottom of the page.

Type - The Type determines how the IP Endpoint will be used. IP7s can configured in one of

four ways. Refer to the Client Types topic for more information.

Client — The IP Endpoint will connect to a software server or to a IP7 device configured as a
Direct Mode Server. This is the setting used to connect to software servers based on the
TalkMaster FOCUS family of software products.

Server - The IP7 Endpoint will act as a Direct Mode Server. In Direct Mode, a pair of IP7
Endpoints can communicate with each other without any software running. An IP7 configured as
a Client will connect to it. Refer to the Application Note on Direct Mode Configuration for
details.

SIP Stand-alone — The IP7 IP Endpoint will be configured as an Extension on a SIP based VOIP
Phone system. The IP7 can be configured as a 1-way Paging Speaker or as a 2-way audio
extension that can dial a pre-defined extension when its TALK button is pressed.

Music Injector - The IP7 IP Endpoint can be configured as an Audio Injector to send Multicast
audio to other IP7s on the Network. The IP7 Endpoint cannot be used for any other purpose
when this option is selected. Refer to the Application Note on Configuring an IP7 as an Audio
Injector to complete the configuration.

(QJ The SIP Stand-alone and Music Injector types are not supported on the ii3 model IP Endpoints.
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Location Name - Assign a descriptive name to the IP Endpoint. This will be used to identify the Endpoint
and will be displayed on the Consoles.

Adapter In Use: - Will display Ethernet or Wireless depending on how the IP Endpoint is connected to
the network. The IP Address, Subnet Mask, Gateway and DNS Address are displayed below

Authorized IP Endpoint - This box must be checked to authorize this device to this TalkMaster Server
and allow the IP Endpoint to appear on the Operator Consoles. If an Intercom is connected to this Server
but this box is not checked, it will only appear on the Administrator Console or on an Operator's Console
defined with Administrative Rights running on the Server. If the device is configured to connect to a
Server other than this one, do not check this option

Server IP/Port - Configures the Intercom to connect to the IP address and port of the machine that the
TalkMaster FOCUS Server is running on. The Server's IP Address can be selected by clicking in the box
or a different IP address can be entered. The default port TalkMaster FOCUS Server uses to listen for IP
Endpoint connections is Port 3000

NIC Version - Firmware Version information.
ICOM Version - Firmware Version information and associated options.

Defaults button - Pressing the Defaults button copies in all of the settings from the Endpoint Defaults
and eSIP Defaults tab.

General - Adapters

The Adapters tab sub-tab of the General tab is used to specify the IP Address of the IP Endpoint. On
devices that have a Wireless adapter , it will only be available when the Ethernet port is unplugged. Only
one adapter can be active at a time. If both the Ethernet and Wireless are available, the Ethernet adapter
always takes precedence.
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General IWiFi |este |z |

Configuration : Adapters ] opt1 | opt2 | opt3 |

IP Endpoint's Ethernet Adapter
[ Assign IP Automatically with DHCP

IP Address | 10.3.3.5

Subnet Mask | 255,255.255.0

Gateway | 10.3.3.1

DNS Address | 192.168.254.237

IF Endpoint's Wireless Adapter
[ [

IF Address | 0.0.0.0

Subnet Mask | 0.0.0.0

Gateway | 0.0.0.0

DMS Address | 0.0.0.0

Server-Peer Listening Port | O Wireless Help

IP Endpoint's Ethernet Adapter

e Assign IP Automatically with DHCP - Check this option to use DHCP to assign the IP Address
or enter a static IP Address, Subnet Mask, Gateway and DNS. If DNS is not available, specify
0.0.0.0. Please note that DNS is only available in IP7 running V7 or greater firmware

IP Endpoint's Wireless Adapter

e Assign IP Automatically with DHCP - Check this option to use DHCP to assign the IP Address
or enter a static IP Address, Subnet Mask, Gateway and DNS. If DNS is not available, specify
0.0.0.0. Please note that DNS is only available in IP7 running V7 or greater firmware

e Alt Network Set - The wireless adapter creates an internal bridge using IP Address 192.168.3.2.

If the IP7 needs to route to any address within the 192.168.3.x subnet, then check this option.
The IP7 will then using an internal bridge address of 172.16.3.x

Server-Peer Listening Port

e |f the Server-Peer option was selected from the Type drop down on the Configuration tab, specify
the port the Server-Peer will listen on for a connection request. The default port is 3000.

Options 1

The Options 1 sub-tab of the General tab allows additional features found on the IP Endpoints to be
configured.
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General |wiri |esp |zc |
Configuration ] Adapters Opt1l letZ ] Opt 3 ]

Fail Forward IP 1 | 10,3.3.249 : | 3000
Fail Forward IP 2 |IZI.III.III.III : ||:|
Fail Forward IP 3 |IZI.III.III.III : ||:|

[v Enable Automatic return to Primary Server

Relay Mode
J Door Relay Activate | 5

|Fa|:13:-r1,-' Defaults -
[ [

W Enable Security | Brian

SEnsor |.ﬁ.|:ﬁ'-.fate when grounded (Doar) ﬂ

Input Source |Mi|:|'|:||:|hDI'|E j

[ Enable ADA Mode [ Disable Sensor Repeat

v Use UDP/RTP [ Fixed RTP Part i

[ Supports Full Duplex Audio

No ALC ] Jquet ~] [0 low ]

Delete | Save | Find All | |

Fail Forward IP 1,2,3 - specify up to three IP addresses of alternate server / ports that this IP Endpoint
will attempt to connect to if it's current server / port becomes unavailable

Enable Automatic Return to Primary - Select this option to have the IP Endpoint automatically return to
its primary Server IP when that Server is available. Only available for IP7 IP Endpoints running firmware
version 6.0 or greater

GPIO 4 Mode - (legacy ii3 devices only) specify how General Purpose 1/0 (GPIO) port 4 is used. On
Intercom models with an integrated Relay (Dry Contact), GPIO 4 is used to activate the Relay. The
following options are available in the drop down list.

e Factory Default - Controls the Monitor function in Direct Mode on Desktop models

e Door/ Relay Output - Selecting this option displays the Open button = in the Active
Intercom List. This option is used in conjunction with Door Relay Activate (see below) which
sets the amount of time the relay will stay active

e Logic Input - Uses GPIO 4 as an input device. Used with custom developed applications to
monitor other equipment

e Activate On... - Activates onboard Relay when ever the IP Endpoint's Mic and/or Speaker are
activated. When both Mic and Speaker are checked, the Intercom will wait for 1 second of
inactivity before turning off the GPIO 4
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o Activate on PTT - Activates GPIO4 (or the onboard Relay if present) when the IP Endpoint's
button is pushed

Relay Mode - (IP7 devices) specify how the dry contact Relay is used. The following options are available
in the drop down list.

o Factory Default - Relay is not used

e Door/ Relay Output - Selecting this option displays the Open button = in the Active
Intercom List of the Operator Console. After selecting this option, the Door Relay Activate
option will appear which sets the amount of time the relay will stay active

o Activate On... - Activates onboard Relay when ever the IP Endpoint's Mic and/or Speaker are
activated. When both Mic and Speaker are checked, the Intercom will wait for 1 second of
inactivity before turning off the relay. This allows you to trigger external devices when
interacting with endpoints

o Activate on PTT - Activates the Relay when the IP Endpoint's Talk button is pushed

Security - this option sets a password for the IP Endpoint. Once this has been set, both the TalkMaster
FOCUS Server and IP Endpoint will issue "challenge-response" requests after establishing a TCP
connection. The IP Endpoint will also issue a Challenge-Response when ever it receives a UDP
command (such as a FIND ALL request). If the correct password is not received by the "challenger", no
additional information will be sent to the receiver .

(QJ Please Note: To use Security, the Enable Endpoint Security option must be selected on the Setup
--> Settings tab. Consider using Endpoint Defaults to assign the security value and make sure to use
the menu option File --> Export Settings to save all configuration information to a secure location so it
can be restored using the File - Import Settings. Make sure to review the Using Endpoint Security topic
before selecting this option.

Sensor - (IP7 series) the Sensor can be used to monitor the status of a door that is being controlled by
the Relay. The Sensor can be configured to trigger when it is closed to ground or open to ground. When
triggered, the Door Open button in the Operator Console screen will change colors to indicate its status.
Yellow indicates the door was open after the Operator pressed the Door Open button. Red indicates the
door was open without the Operator first pressing the Door Open button. The color of the Door Open
button remains until the Sensor is returns to its default value.

e Active when closed to ground Door) - Changes the Door Open button's color in the
Operator Console when the Sensor connector is connected to the GND connector on the IP7

e Active when open to ground (Door) - Changes the Door Open button's color in the Operator
Console when the Sensor connector is dis-connected from the GND connector on the IP7

e Active when closed to ground (Custom) - Sends the "custom keypress" to the software
when the Sensor connector is connected to the GND connector on the IP . Select this option
for monitoring the Sensor in custom developed applications

e Active when open to ground (Custom) - Sends the "custom keypress" to the software when
the Sensor connector is dis-connected from the GND connector on the IP7. Select this option
for monitoring the Sensor in custom developed applications

Input Source - (IP7 series) the Input Source determines whether the Intercom will use audio originating
from the Intercom's Microphone or Line In connectors.
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Enable ADA Mode - (IP7 series) check this box only when using ADA model IP Endpoints (Americans
with Disabilities Act). Selecting this option disables the Relay, Sensor and Call Button options. When
this option is selected, the LED on the ADA Call Station will begin to flash and an audible tone will sound
until the call has been answered. The audible tone will then stop and the LED will go solid. When the call
has been completed, the LED will be shut off.

Use UDP/RTP - Available on IP7 series Intercoms only. Check this box to have the Intercom send and
receive audio using the RTP protocol instead of the TCP protocol. Using this option will reduce the
chance for audio delays to occur. If this option is selected, make sure the Use RTP for IP7 IP Endpoint
Audio box on the Settings sub-tab of the Setup tab is also checked.

Fixed RTP Port - If the IP7 is behind a NAT'd Firewall, a Fixed RTP Port must be specified and a port
forwarding rule must be established in the Firewall. The combination of the IP7's external IP Address and
Fixed RTP Port must be unique.

Supports Full Duplex Audio - Check this box if the IP7 Endpoint will be used in Full Duplex mode.

(QJ Please Note: Most IP7s are capable of utilizing full duplex audio, but only the latest models support
Acoustic Echo Cancellation (AEC). AEC is required in installations where the audio coming from the IP
Endpoint's Speaker can be picked up by the IP Endpoint's Microphone. To use Full Duplex with older
IP7's, a handset or headset is required to prevent an echo from being heard by the device calling the IP7.

ALC - An Automatic Level Control (ALC) Detector monitors the ambient noise level in a area and sends it
to ALC Enabled devices in the same area. The ALC Enabled devices can adjust their speaker volume
level up to 2 steps higher or lower t o compensate for the change in the ambient noise level..

e The 1st selection specifies the ALC mode
e The 2nd selection specifies the typical ambient noise level of the area
e The 3rd selection specifies the Port the ALC Group will communicate on

e The 4th selection determines the sensitivity level of the microphone on the ALC Detector
(GJ Please Note: ALC Level Control is a separately licensed TalkMaster FOCUS feature
Options 2

The Options 2 sub-tab of the General tab allows additional features found on the IP Intercoms to be
configured.
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General |wiFi |es |zc |
Configuration ] Adapters ] Opti Opt2 letS ]

[ Remote Listen Disable [ Call Button
[ Handset [
[~ IP7 Tracking Enabled | 275.0.0.160

| Use IGMP w3 rather than IGMP w2
[+ Multicast Badkground Music | 225.0.0.254 : | 8001

r 3000 ~]

Server-Peer Settings

-

E = =

[~ Disable AGC (0 - 63) 0

Default Microphone ||_||_a-,.'.,- ﬂ
Audio Profile | Custom Set
Delete Save | Find All | |

Remote Listen Disable - Disables the ability to remotely activate the Intercom's microphone. Used for
Paging Speakers or environments where remote listening is not allowed.

Call Button - Changes the Intercom's PTT button to a Call button. Prevents the audio from being
transmitted when the button is pressed. See PTT vs Call button topic.

Handset - Check this box when using the HS-x1 Handset hardware. When a user picks up the HS-x1
Handset from its cradle, an incoming call is placed to the Operator Console. The Operator Console can
place an outgoing call to a Handset by selecting it and clicking the Call button (the Talk button changes to
a Call button when the device is selected and no call is in progress).

e Speaker - Check this box if the HS-x1 Handset has an optional speaker that can be used to
play an audio page while the Handset is still in the cradle.

IP7 Tracking Enabled - Allows IP7 status information to be sent to a unicast or multicast IP Address. Use
only under the supervision of Digital Acoustics Technical Support. Data will be captured by the
TalkMaster FOCUS Support Service and can be displayed using the TalkMaster FOCUS Support
Central application.

Use IGMPV3 Instead of IGMPV2 - changes the Intercom to use IGMPV3 instead of the default IGMPV?2.
IGMPV2 devices will work correctly in an IGMPV3 network.

Play Multicast Background Music - Check this option and specify a multicast IP Address:port to include
this endpoint in low priority background music operations. Use this with a IP7 configured as a Music
Injector to play background music/audio. Background music is considered low priority and will
automatically be interrupted by any Intercom or Paging activity. Once the Endpoint has been idle for 5 -
10 seconds, it will start the background music up again.
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Server-Peer Settings - These options are available when configuring a Direct Mode Server. For more
details on direct mode configuration, refer to the Application Note - Direct Mode Configuration included
with the software documentation.

No Beep Tone After PTT Released - check this box to prevent a beep from being played at the
end of a Talk session.

Default To Listen - check this box to have the Server automatically monitor the Client Intercom.

Server-Peer Hands Free - checking this box causes the Client Intercom's Talk button to "dial"
the Server Intercom. The Server Intercom answers by pressing and holding the Talk button.
When the Server's Talk button is released, the Client Intercom can respond "hands-free".

Audio Settings - These options are used to change some of the IP7audio defaults.

Disable AGC - Check this box to disable the IP7's Microphone AGC (Automatic Gain Control).
The Microphone's AGC attempts to amplify soft sounds and soften loud sounds. In certain
environments, it may be necessary to turn this feature off. When the AGC is turned off, a fixed
amount of Mic Gain must be specified as a number between 0 and 63. When specifying Mic Gain,
try making changes in increments of 25% and adjust as necessary.

Default Microphone - Select the default audio codec to be used to be used when the IP7's Talk
switch is depressed. The IP7's microphone supports sending uLaw or PCM audio. Older ii3
Intercoms only support sending PCM.

Please note that this only applies when the IP7's Talk switch is pressed. This does not apply
when the IP7's microphone is activated via software or if the IP7 has been configured with the
Call Button option.

Audio Profile - This option is only available on new IP7's that support Acoustic Echo Cancellation (AEC).
The manual included with the hardware may recommend one or more Audio Profiles based on the
environment it is installed in.
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IP Endpoints Tab

Audio Profiles E

[,
Audio Profile Mame h
Mone
Zuskom
IS4 INDOOR,
Z154 - Moisy Outdoor
5 Inch Speaker/Enclosure

et | | Done

e To clear the audio profile, select None, then press the Done button
Options 3

The Queue Assignment sub-tab of the Intercoms tab assigns the Intercom to a Queue and allows a
priority to be specified.
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General |wFi |esp |zc |
Configuration ] Adapters ] Opt 1 ] opt2z Opt3 l

Queues Settings

Assigned Queue |West Campus ﬂ
Pricrity |Nu:urma| j
Input Device for Group |N|:| Group Selected j

[+ Enable Fast Disconnect Detection
Mumber of connection attempts 2
before trying fail forward servers

Recording Warning

[ Enable recording Warning

For | 100 msevery| 15 seconds.,

Associated Video Source

|Nn:| Video Source Associated j

[ PTT Disabled
[ Don't Create Call Queue Entries

Delete Save Find All Replace

Queue Settings

o Assigned Queue - Select a Queue from the drop down list to assign to this IP Endpoint. If no
queues have been selected or assigned, the IP Endpoint will default to the system generated
Unassigned queue.

e Priority - Select a priority from the drop down list. If the value Normal is selected, the Intercom
has no priority. Calls from intercoms are sorted in Priority sequence in the Operator Console
Calls Waiting List in the following Sequence:

e Highest
e Values 1-9 (1 is highest in the range)
e Normal

o If the Queue is set for Priority Intercoms Overflow to all Consoles, selecting any value other
than Normal will cause this Intercom to go into an Overflow condition when its call button is
pressed.

Input Device for Group - An IP Endpoint can be configured to record audio that will be sent to a Paging
Group defined with a "queued" delivery option. If a Paging Group is selected, any time the TALK switch
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is engaged on the IP Endpoint, audio will be recorded and then sent to the Queued Paging Group when
the Talk button is released. This can be used to make announcements in areas where a PC is not
available. Please note that the IP7 cannot be used for 2-way communication when this option is used.

e To configure this option, select a Queued Paging Group from the drop down list.

e When configured with the Input Device for Group option, the IP Endpoint cannot be used to
initiate a 2-way Intercom call.

Enable Fast Disconnect Detection - This option enables a two-way keep-alive packets between the IP
Endpoint and the Sever. With this option enabled, both the IP Endpoint and Server will ensure that
keep-alives are being received in a timely manner. If a keep-alive fails to arrive on time (Keep-Alive time
plus 5 seconds), the connection will automatically be closed. If this option is not checked, the
connection can take up to 45 seconds to close after a failed keep-alive

Primary Server Retry Attempts - Specify the number times an Endpoint should attempt to connect to
the Primary Server before attempting to connect to a Fail Forward Server. Connection attempts are
made every 5 seconds.

Recording Warnings - This option plays a tone to an IP7 Endpoint speaker to indicate that the
endpoint's Microphone is switched on. The tone is repeated based on the frequency specified below.

’
OConsult local laws governing the recording of audio conversations to determine if this option must
be checked!

Enable Recording Warning - Check this option to enable the recording warnings.

e For - Enter the duration of the recording tone in 100 millisecond increments from 100 to 500
milliseconds (1/10 to 1/2 second). The longer the duration, the louder the tone will sound. If the
tone causes the Sound Level meter to spike, use the lowest setting for this value.

e Every - Enter how often the recording tone should be repeated. The frequency of the recording
warning can be specified in 15 second increments from 15 seconds to 300 seconds .

Associated Video Source - Select an IP Camera from the drop down list that will be associated with
this IP Endpoint. The cameras must be defined as described in the IP Video Sources topic.

PTT Disabled - Check this option to disable the TALK connector on an IP Endpoint. This option is
rarely used.

Don't Create Call Queue Entries - Check this option if using this IP Endpoint's TALK connector in
conjunction with the TalkMaster FOCUS Event Management Software. By checking this option (as well
as the Call Button option on the Options2 tab), the TALK connector can be used to generate an Event,
but will not generate a call that must be answered by an operator.

WiFi - Config

The Config sub-tab of the WiFi tab is used to specify the SSID and Passphrase used to connect to the
wireless network. If an IP Endpoint does not have a wireless adapter, this tab is not enabled.
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General WiFi IESIP IEC ]
Config | status |

55D | DA_Wireless v Get ﬂ

Passphrase | BPs#G38&

Username |

Password |

Test |

Gateway: Detected
Internet: Detected
SIP Server: Detected
Server IP: Detected
Delete Save Find All

SSID - Enter or select the wireless SSID after pressing the GET button

GET - Pressing the GET button will retrieve a list of wireless SSIDs that are currently available. After
pressing the button, wait about 5 seconds before selecting the SSID drop down arrow

Passphrase - Enter the passphrase associated with the SSID
WPAZ2-Enterprise - Not currently supported

Test - Pressing the test button forces the IP Endpoint to verify that it can reach any of the IP Addresses
specified in its configuration:

o Gateway

e Internet

e S|P Server

e TalkMaster Server IP
WiFi - Status

The Status sub-tab of the WiFi tab provides information about the wireless network connection. If an IP
Endpoint does not have a wireless adapter, this tab is not enabled.

44



IP Endpoints Tab

General WiFi IESIP IEC ]
Config 5131JJ5]

Connection Status | Ready Connected to AP

551D | DA_WIFI_TEST_POINT
Strength |D
IPw MAC |42:a3:6b:01:d2:3.b
S5ID | signal | Encryption

Query APs

Delete | Save | Find Al |

Connection Status - Displays the status of the Wireless Network Adapter
SSID - Displays the SSID that the IP Endpoint is currently connected to
Strength - Displays the relative signal strength of the connection

IPw MAC - Displays the MAC Address of the Wireless Adapter

Query APs - Press this button to display a list of SSIDs, their relative signal strength and the Encryption
method

eSIP - Options 1

The eSIP sub-tab of the IP Endpoints tab is used to configure the SIP Protocol for IP7 Endpoints. The
SIP Protocol is used to communicate with SIP based IP Phone systems.
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General | wiFi =P |zc |
Options 1 | Options 2 |

|SIF' Extension Only ﬂ
Primary Registrar | AsteriskMowpjsIP. digitala | 5060
Primary Server | AsteriskMowpiSIP. digitala | 5060

Secondary Reqistrar |Grandstream.digitalan:u:uus |5IIIEEI

Secondary Server |Grandstream.digitalan:u:uus | 500

SIP Local Port [sos0  RTPPort [4s000
SIP Extension | 6019

SIP Password | FEMKI&IZ

SIP Authenication | 5019

SIP Full Duplex [  QutDial on Queus Overflow [

Qut Dial Extension |

Dioor Open Code | 5

Call Timeout | 5 |N|:| Call End @ Station j

Delete | Save | Find Al | |

The following options are available for eSIP:

e Not a SIP Device - The SIP Protocol will not be used. All other options on this tab will be
unavailable.

e SIP Extension Only - The SIP Protocol will be used. This device can be called from another SIP
Extension. If the Client Type from the Configuration tab is set to Client, pressing the IP
Endpoint's Talk button will also send the call to a TalkMaster FOCUS Operator Console. If the
Out Dial on Queue Overflow option is checked and if the Queue that the Endpoint is assigned to
goes into Overflow status, the incoming call will be deleted from the Operator Console and the
number from the Out Dial Extension will be "dialed" and sent to the SIP Server.

o Dial a SIP Extension on PTT - The SIP Protocol will be used. This device can be called from
another SIP Extension and will automatically dial the predetermined number if the IP Endpoint'
TALK button is pressed. The number to be dialed can be a SIP Extension, a "call queue"
extension on a SIP Server or an outside line if the SIP Server has that capability. If the Client
Type from the Configuration tab is set to Client, the endpoint can also be accessed by the
Consoles connected to the TalkMaster FOCUS server but it will not register a call in to TMOC.

SIP Server and Registrar Information

e Primary Registrar - Specifies the IP Address or DNS name of the primary SIP Registrar.
Typically, the SIP Registrar and the SIP Server are the same

e Primary SIP Server - Specifies the IP Address or DNS name of the primary SIP Server
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If the Primary SIP Server or Registrar becomes unavailable, the IP Endpoint will automatically
register with the Secondary Registrar and Server. The IP Endpoint will automatically de-register
with the Secondary Registrar and register with the Primary Registrar when it is available

Secondary Registrar - Specifies the IP Address or DNS name of the secondary SIP Registrar.
Typically, the SIP Registrar and the SIP Server are the same

Secondary SIP Server - Specifies the IP Address or DNS name of the secondary SIP Server

SIP Port Information

SIP Local Port - Specifies the IP Endpoint's port to be used for the SIP protocol. This defaults to
port 5060

RTP Port - Specifies the IP Endpoint's port to be used for the RTP traffic. This defaults to port
46000

SIP Extension Information

SIP Extension - Specify the SIP Extension that has been assigned in the SIP Server
SIP Password - Specify the SIP Password that has been assigned in the SIP Server

SIP Authentication - Specify the User associated with the Extension. Typically, this is the same
as the SIP Extension

Processing Options

SIP Full Duplex - Check this box if the IP7 Endpoint will be used in Full Duplex mode

(GJ Some IP7s are capable of utilizing full duplex audio, but only the IP7-FD model supports
Acoustic Echo Cancellation (AEC). AEC is required in installations where the audio coming from
the IP Endpoint's Speaker can be picked up by the IP Endpoint's Microphone. To use Full Duplex
with older IP7's, a handset or headset is required to prevent an echo from being heard by the
device calling the IP7

(GJ If this option is not checked, calls will be in half-duplex mode. The phone operator will be able
to speak and the user at the IP Endpoint will be able to listen when the call is initiated. The phone
operator can press 0 on the phone to toggle the direction of speaking and listening

Out Dial on Queue Overflow - This option is only available when the Type field on the General--
> Configuration tab is set to Client and the eSIP Endpoint is configured for SIP Extension

Only. This option is not available when the Dial a SIP Extension on PTT has been selected. If
this option is checked and the IP Endpoint's Talk button is pressed, the call will be sent to an
Operator Console. If the Queue that the Endpoint is assigned to goes into Overflow status, the
incoming call will be removed from the Operator Console and the endpoint will use the number
from the Out Dial Extension field to dial the SIP server.

Out Dial Extension - If the Dial a SIP Extension on PTT option is selected, the number listed
here will be dialed automatically when the IP7's Talk button is pressed . If the Out Dial on
Queue Overflow option is selected and a Queue the IP Endpoint is a assigned to overflows, the
TalkMaster FOCUS Server will instruct the IP Endpoint to dial this number

Door Code - Specifies the keys on the Phone's keypad to be pressed for the IP Endpoint to
activate its Relay to open a door. If more that 1 digit is entered, the # key must be entered in
addition to the Door Code through the Phones keypad

Call Timeout - While a call is in progress, specifies the number of seconds that audio can drop
out before the call will be automatically terminated
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e End Call - This option determines if the IP7 should be able to end the SIP call when the
Endpoint's Talk or Sensor button is activated

¢ No Call End @ Station - The call must be ended by the other party

e PTT Ends Call - During an active SIP call, pressing the IP7's TALK button will end the
call

e Sensor Ends Call - During an active SIP call, activating the IP7's Sensor will end the call

eSIP - Options 2

The eSIP Options 2 sub-tab of the IP Endpoints tab is used to specify some less common SIP Settings.

General | WiFi &SP |zc |
Options 1 Cptions 2 l

SIP Local Address |L|5E Local Address J

External IP Address | 0.0.0.0

STUM Server | | 0
STUN Status: Mot in use
Keep-alive Period (30-285) 0

REGISTER. retry period {1-255) | 0

| | |
[ [
r
Delete Save Find All Replace

When eSIP Endpoints behind a NAT'd firewall communicate with a SIP Server outside the firewall, the
SIP packets may have to specify the external IP address of the eSIP Endpoint instead of the local
address. Cloud based VolP suppliers, Application Layer Gateway or Session Border Controllers often
take care of this for voip traffic. If none of these are available, the following options can be used:

o SIP Local Address - Specifies the IP Address to be specified in the SIP Packets for an IP
Endpoint
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e Use Local Address - Use the IP Endpoint's local address in SIP Packets. This is the
default option

o Use External Address - Use the external IP Address of the eSIP Endpoint. Selecting
this option enables the External IP Address field so it can be manually entered

e Use STUN - Use a STUN Server to determine the external IP Address of the eSIP
Endpoint. Selecting this option will also test exchanging information with the STUN
Server to ensure it works (some firewalls prevent STUN from working)

e External IP Address - If the Use External Address option has been selected, enter the
external IP Address of the eSIP endpoint. If the Use STUN option has been selected,
this will be automatically determined by communicating with the STUN Server (press the
FIND ALL button after the endpoint has rebooted to see the IP Address)

e STUN Server - Enter the DNS of a private STUN Server or use a public stun server such
as stun.stunprotocol.org with a port of 3478

e STUN Status - If the Use STUN option has been selected, the results of the STUN test
will be displayed

Keep-Alive Period (30-285) - The IP Endpoint generates a keep alive signal by sending an
Options packet to the SIP server. The value can be set from 30 to 285 seconds

Register retry period (1-255) - Unless directed by Digital Acoustics, do not use this field. On a
failed SIP Registration the IP Endpoint automatically varies the retry period based upon the
number of failed attempts

Default to Listen - For Half-Duplex SIP calls, this option enables the Phone Operator to
automatically listen to the user at the IP Endpoint when the call is initiated. The phone operator
can press 0 on the phone to toggle the direction of speaking and listening. This option is ignored
if the SIP Full-Duplex option has been enabled

Peer-to-peer - Checking this option will enable SIP peer-to-peer operations. The SIP Server and
SIP Registrar fields will be disabled and ignored. The eSIP Endpoint can communicate with other
SIP devices as long as the "called extension's" IP Address is included in the Extension that is
being dialed (ie 6000@10.0.0.100 where 6000 is the extension and 10.0.0.100 is the IP Address
of the SIP peer)

e Always Connected - This rarely used option is only enabled when the Peer-to-Peer
option has been enabled. This option will cause the eSIP device to always "be
connected" to the Out Dial Extension. If this device is ever disconnected, it will
automatically initiate a peer-to-peer connection to the out dial extension

Register is Proxy - Some SIP Servers use the IP Address of the Register as a Proxy Address.

SIP/TCP - Checking this box will force the eSIP endpoint to use TCP instead of UDP for all SIP
communication. Please note that TLS is not supported

Re-REGISTER with fresh credentials - Don not use this option unless directed by Digital
Acoustics Support. The IP Endpoint will automatically refresh the credentials anytime a 401
response is received from the SIP Server

ZC - Options
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The ZC tabs are enabled when configuring an IP7-MZC - Multi Zone Controller. The IP7-MZC is a single
IP Endpoint that can have up to 48 zones of full-duplex audio, expandable in groups of four using the
ZX4L 4 Zone Expansion board.

During a call, the audio zones are software controlled and any combination of speakers and/or
microphones in the zones can be activated or deactivated. Any active Speaker zones will play the same
audio and any active microphone zones will be mixed and sent to the other party. An analog telephone
can also be connected to the IP7-MZC so that a private conversation can be held over the IP connection.

General | wiFi | esp  ZC |
Options lzune Groups ]

This device has | 4 Fones

[v Zone Controller has handset

[ Off-Hook Sets Relay ON

Iv OffHook Activates PTT

[ On-Hook Restores Previous ZOME

[ Off-Hook Mutes Active Zones

This device has x Zones - The IP7-MZC will automatically detect the number of ZX4L

Expansion Boards that are connected and multiply that number by 4 and will be displayed on the
Zone Groups tab. This will enable the corresponding number of Zone Groups on the next tab, but
this can be overridden by specifying a different number here. This can be helpful if the IP7-MZC
is being pre-configured and the ZX4L expansion boards are not connected

Zone Controller has handset - Check this box if an analog telephone has been connected to the
IP7-MZC and the Handset status needs to be reported to the software

Off-hook Sets Relay ON - Check this box if taking the analog Handset off hook should activate
the IP7-MZC's onboard Relay

Off-Hook Activates PTT - Check this box if taking the analog Handset off hook should cause a
"dialing" tone to be activated on the IP7-MZC

On-Hook Restores Previous ZONE - Check this box to automatically restore the Zone that was
active prior to picking up the Handset

Off-Hook Mutes Active Zones - Check this box to enable automatic Muting of any active zones
when the Handset is picked up

ZC - Zone Groups

The IP7-MZC can be controlled through custom software using Frame or Zone Group commands.
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A Frame command specifies which speakers and microphones are activate in each of the 48
zones

A Zone Group command specifies a pre-defined group number that determines which speakers
and microphones are activated in each of the 48 zones



General | wiFi | este

ZC

Options  Zone Groups l

v  Available Zones |4

|Gr|:n.||:| 1

=}

Zone Group Mame |

Zones 1-4
Zones 5-8
Zones 9-12
Zones 13-16
Zones 17-20
Zones 21-24
Zones 25-28
Zones 29-32

Zones 33-36
Zones 37-40
Zones 41-44
Zones 45-43

Indicate Mic/Speaker in each Zone
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=

Delete

Save

Find All

To define a Zone Group:

Zone Group 0 is reserved for deactivating all speakers and microphones is all zones.

Zone Group 9 is reserved for all speakers and microphones in all zones.

PTT vs Call button Feature

IP Endpoints Tab

Check the box next to Available Zones. The Available Zones field will show the number of zones
that have actually been detected or the number of zones entered on the ZC --> Options tab,

which ever is greater, and the corresponding number of zones will be enabled
Select the Group to define from the drop down. Groups 1 thru 8 can be selected

Enter a Name to be associated with the Zone Group

Check the associated Speaker and Microphones that should be activated for the group

Continue to define groups by selecting a new group from the drop down

By default, when an IP Endpoint's TALK connector is grounded and the Call Button option is not
checked::

e The IP Endpoint's microphone is turned on and the audio is transmitted to the Server

e The Server starts recording the audio

e The Server sends the audio to the Operator Console
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e Anentryis placed in the Operator Console's Calls Waiting list
e The "Your call is being connected" message is sent to the intercom
e  Once the Operator Console sends audio to the IP Endpoint, its microphone is turned off

e When the TalkMaster FOCUS operator activates the Listen button, the IP Endpoint's
microphone automatically switches on so the IP Endpoint's user can operate in Hands Free
mode.

e If desired, the Operator can play the recorded audio back by using the Message Player
located at the bottom of the Calls Waiting list

e When the TalkMaster FOCUS operator activates the Listen button, the Intercom's
microphone automatically switches on so the Intercom user can operate in Hands Free mode

When the Call Button feature on the IP Endpoints --> General --> Opt2 tab is checked for an IP
Endpoint, The Talk connector's function is changed to a Call button. When the Call button is pressed:

e A short signal is transmitted to the Server.

e The Server receives the signal.

e The Server places an entry in the Calls Waiting Queue of the Operator Console.
e The Server sends a signal to play a dual tone beep on the Intercom.

e No audio is captured and associated with the entry in the Calls Waiting Queue using this
option.

e When the TalkMaster FOCUS operator activates the Listen button, the Intercom's
microphone automatically switches on so the IP Endpoint's user can operate in Hands Free
mode.

e Intercoms in Call Button mode play a dual tone beep whenever they connect to the Server.
The Call Button feature should be selected when the IP7's TALK connector is activate for the entire call
(for example, when connected to a magnetometer to detect the presence of an auto at a gate).
eSIP Stand-alone Configuration Steps

Digital Acoustics’ IP7 IP Endpoints support the SIP 2.0 Protocol and can connect to a SIP compliant
Phone System. These instructions explain how to configure IP Endpoints to function as Standalone SIP
Endpoints that do not connect to the TalkMaster FOCUS Server.

The first step is to set the defaults to be used for the IP Endpoint configuration:

General |wiFi |esp |zc |
Configuration | Adapters | opt 1 | opt2 | opt3 |

Type |SIF‘ Stand-alone j

Client =
Server-Peer (Direct Made

Location Mame

SIP Stand-alone I
Adapter In Use: by i Iriector

e Select the Setup --> Endpoint Defaults tab.
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Enable the IP Endpoint Type option and select SIP Stand-alone from the drop down box.

Enable the Assign Automatically with DHCP option. Check the box to enable DHCP or
uncheck it to assign static IP Addresses.

Select the Setup --> Defaults--> eSIP Defaults tab
Settings Defaults IF“E Locs ] Paging Options ]
Endooint Defaults  €SIP Defaults | wiFi Defaults |

Primary Registrar | AsteriskNowpjSIP, digitala | 5060
Primary SIP Server | AsteriskNowpjSIP. digitala | 5060
Secondary Registrar | Grandstream. digitalacous | 5060
Secondary SIP Server | Grandstream. digitalacous | 50E0

Local SIF Fort 5060
RTP Port 45000

Door Code 5
Call Timeout 3

OQo OO 000

Enable the Primary Registrar and Primary SIP Server options and enter the IP Address and
Port of the SIP Server. Typically, these have the same IP Address or DNS name.

Enable the Local SIP Port option and enter the default SIP Port for the IP Endpoint.
Enable the RTP Port option and enter the default RTP Port for the IP Endpoint.

If the IP7’s onboard relay will be used to open a door, enable the Door Code option and enter the
1 to 4 digit value to be entered through the Phones keypad to activate the relay.

Enable the Call Timeout option and enter the number of seconds to timeout an active call. While
in a SIP call, if the other party in the conversation terminates abnormally, this is the number of
seconds the IP7 will wait for RTP audio to be received before automatically ending the call.

The second step is to discover the IP Endpoints on the network:

Connect the IP7 IP Endpoints to the network.
Select the IP Endpoints tab.

Press the Find All button in the right hand corner of the screen. The IP Endpoints will be
discovered on the network and will be listed in the left hand pane.
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# AdminConsole - Logged in as Administrator

File Help

| Setup | Queues | IP Endpaints ’Messages | Paging Groups | Operators H Audit | Status |

Auth  Location MName IcomID  IP Address Queue »
O 034BB3  10.2.2.20 Unassigned
&b 0344E6  10.2.2.6 Unassigned

The third step is to configure each IP Endpoint:
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Select the IP Endpoint to be updated by clicking on it.

Select the Configuration sub tab:

Gereral |wiFi |esp |zc |
Cunﬁggﬁ%@jun | Adapters | opt 1 | opt2 | opt3 |

Type ISIF‘ Stand-alone ;I

Location Mame I ETM1.FD.5PKR-IP-CS Prod (6007)

Adapter In Use: Ethernet

IP Address | 10.3.3.30

Subnet Mask | 255,255, 255.0

Gateway | 10.3.3.1

DNS Address | 192.168.254.237

Server-Peer Port I ]

Iv authorized IF Endpoint
Server IP |u.n.u.u - :|:-'.nuu

MIC Version 7.3.0.22

ICOM Version 7.3.0,.22.17-1.0-8.E6 co
ZC Version Unknown - Mo Board Found Deﬁpuiilts
WiFi Adapter Mot Found

Last Saved: Mon, May 21, 2018 @ 15:33:39

Delete Save Find All | Replace |

e Press the Copy Defaults button at the bottom of the right hand pane to copy the IP

Endpoint and eSIP default values.

e Optionally, enter a Location Name. This will only be displayed in the Administrator
Console. The name that is associated with the extension defined in the SIP Server will

display on phones during a call

o |f static IP Addresses are being assigned to the endpoints, enter the IP Address, Subnet

Mask and Gateway



e  Select the eSIP sub tab:

General | wiFi =P |zc |

Options 1 | Options 2 |

|SIF' Extension Only ﬂ

Primary Registrar
Primary Server
Secondary Reaqistrar
Secondary Server
SIP Local Port

SIP Extension

SIP Password

SIP Authenication

SIP Full Duplex [+

COut Dial Extension
Dioor Open Code

Call Timeout

|Asteriskmnijsxp.digitala | 5060

|.ﬁ.sterisan:u'.f-.'pJSIF‘.digitala | 5060

|Grandstream.digitalan:u:uus | 5060

|Grandstream.digitalan:u:uus | 5060

| 5060 RTP Port 45000

|EIII 19

| TErKIEI2

|s|:| 19

Out Dial on Queue Overflow [

|
—

[5 |No Call End @ Station |

Delete |

Save | Find Al |

IP Endpoints Tab

e For “Paging” endpoints or endpoints that do not need to initiate a call, select SIP
Extension Only from the drop down list. If the endpoint should dial an extension when
it's TALK button is engaged, select Dial SIP Extension on PTT from the drop down list.

e Enter the SIP Extension

e Enter the SIP Password

o Enter the SIP Authentication if used, otherwise specify the SIP Extension

e SIP Full Duplex - check this box if the IP7 supports full-duplex with acoustic echo

cancelling or if a handset/headset is connected to it

e Out Dial on Queue Overflow - this option does not apply to SIP Standalone
configuration

e Out Dial Extension - If the Dial SIP Extension on PTT option has been selected, enter

the SIP or phone number to dial
Press the Save button

After the IP Endpoint restarts, dial the IP Endpoint’s Extension number using an IP Phone
to verify its configuration

Once all of the IP Endpoints are defined with SIP Standalone option, then the TalkMaster Server does not
have to be run and Queues, Paging Groups, Messages and Operators do not have to be created.
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@Endpoint Security can be used with IP Endpoints that have been configured for SIP Standalone.
This will prevent them from being discovered/changed on the network using TalkMaster FOCUS Admin
Console unless the device is listed in the IP Endpoints tab with the correct password. Make sure to use
menu option File --> Export Settings and save the configurations to a secure location so that they can
be restored if anything happens to the PC that was used to configure the IP Endpoints.

Automatic Level Control

Automatic Level Control is a separately licensed feature of IP7 IP Endpoints that can be used to
automatically adjusts the volume level of IP Endpoints up or down one to two steps as the ambient noise
in an area changes.

An IP7 with a microphone is configured as an ALC Detector. The ALC Detector monitors the ambient
noise in an area and reports the normal level, the current level and the volume step change over the
network every 2.5 seconds. Please note that the ALC Detector should not be used for other audio
operations.

ALC Enabled IP Endpoints listening on the same Port number for Multicast Address 224.0.23.59 receive
information from the detector and adjust their volume level immediately. Once an ALC Enabled IP
Endpoint begins to play audio, it will ignore any other volume level changes till it is finished playing the
current audio message.

Since Digital Acoustics IP Endpoints have 7 volume steps, the ALC Enabled IP Endpoints normal volume
level should be set to level 3, 4 or 5 so that it can be raised or lowered by 2 steps.

Configure an ALC Detector

e In the Administration Console, select the IP Endpoints --> General --> Configuration tab
e Press the FIND ALL button

e Select the IP Endpoint to be configured as an ALC Detector

e Enter a Location Name

e Assign a DHCP or Static IP Address

e Assign a Server |IP:Port

e Select the IP Endpoints --> General --> Options 1 tab

|ALC Detector v | (ST -] [ 1500 [Mediun ~ |

e Select ALC Detector from the drop down

o Select the Normal Ambient Noise Level environment that closely matches the noise level that
the ALC Detector will be monitoring:

Quiet - (about 60dB)
Mall - (about 75dB)
Highway - (about 105dB)
Jetway - (about 135dB)

o If the typical ambient noise level is different than any of the listed environments, the ambient
Noise Level can be automatically determined by measuring the current ambient noise level. See
below*

o O O O
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Enter the Multicast Port to transmit the noise levels on Digital Acoustics' registered Multicast
Address of 224.0.23.59. Only one ALC Detector should be configured with this port

Select the Microphone Sensitivity from the drop down list (Low, Medium or High). The Mic
Sensitivity will determine how aggressively the ambient noise level will be monitored

Press the Save button

Measuring the Normal Ambient Noise Level
To automatically detect the Normal Ambient Noise Level for an area:

Configure the ALC Detector as described above

Activate the ALC Detector's Senor (J3-5 and J3-6) for 5-10 seconds to have the Microphone
listen to the current ambient noise. The Normal Ambient Noise Level will be automatically
saved as Custom (99) where 99 is the ambient noise value that was detected

Open the Admin Console, select the IP Endpoints --> General --> Options 1 tab and press the
FIND ALL button to see the detected value

Please note that value Custom (99) is a relative energy level that is converted to dB at a later
time

Configure an ALC Enabled IP Endpoint

Use the Vol+ and Vol- buttons on the IP7 to set its normal volume level

In the Admin Console, select the IP Endpoints --> General --> Options 1 tab

Very Important - Press the FIND ALL button. This will read the current Volume Level and
ensure that it is saved along with all of the other IP7's configuration information

Select ALC Enabled from the drop down

Enter the Multicast Port that the associated ALC Detector is transmitting on

The Normal Ambient Noise Level and Microphone Sensitivity are not used

Press the Save button
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Messages

The Messages tab allows pre-recorded Walv files to be stored on the Server for use in 1-way audio
paging from the Operator Console.

Setup || Queues || IP Enl:lpcnints| Messages |P'a-;|ing aroups | Operators | Audit

Messages Tab

Pria. ..

Messages must be associated with one or more Groups on the on the Message List sub-tab of the

Title:

CAMPUS LOCKDOWH
End Wave

Severe Weather Alert
Start Wave

Male - Weather Alert
Diie

Gaetkysburg

Male - Mo Parking

Paging Groups tab.

Filenarne

T-5 Campus Emergency Female ...

end . way

T-5 Weather alert Female-uLaw. ..
[:-Sstart.wa'-.f

T-5 Weather lert Male-uLaw . way

Diizeie vz

getbysburgaddress . way

male no parking.waw

(GJ The files sent to the Intercoms must be encoded in either 8khz 8-bit PCM or 16-bit uLaw wave format.
8khz 16-bit uLaw will provide the best quality audio. Use the integrated recording interface, or third party
software to create these formatted audio files.
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[ IMessage Repeats Until Stopped

Message Title Campus Emergency - Female
Filename T-5 Campus Emergency Female
Priority Emergency W
00:00 j o0:11

Mew Message
Existing File

MNew Message
Create File

Message Repeats until Stopped - Check this box to force the message played from the Operator
Console to repeat until the Operator presses the Stop File button.

Message Title - Assign a descriptive name that will be used to identify this message on the Operator
Console.

File Name - Press the Change button to open a File List to select a different wav file.

Priority - Select a priority to be assigned to this message. Each priority has a different colored ICON
associated with it in the Operator Console.

Priority ICON
Emergency
Important

Normal &

All Messages are stored on the Server in the Message Store sub-directory of the Server program
directory.
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To add new Messages from an existing file, click the New Message Existing File button at the bottom of
the right hand panel, select a wav or an MP3 file from the File List dialog, then fill in the other fields and
click Save.

(QJ MP3 or WAV files may be selected but will automatically be converted to 16-bit uLaw wave format
when the audio file is sent to the IP Endpoints.

To add new Messages from the local microphone, click the New Message Create File button at the
bottom of the right hand panel, enter in the name of the wav file to create. Then use the "record" icon to
record the file. Enter in all of the other fields, and click Save.

To maintain Messages, select the message from above, make changes and click Save.

To delete a Message, select the message from above and then click Delete. A dialog box will ask
whether the wav file should be deleted from the Message Store sub-directory. Click Yes to delete the
associated wav file or No to leave it in the Message Store sub-directory.

(GJ Press the Update Now button on the bottom of the screen to send any changes that have been made
in the Administrator Console to the Server and Operator Consoles.
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Paging Groups Tab

Paging Groups
The Paging Groups tab allows IP Endpoints to be grouped together for sending 1-way audio pages.
Setup | Queues | IP Endpaints | Messages | Paging Groups

Pading Group Tikle
15k Floar

Alllsgige
Inkercoms

Paging

A Paging Group can contain one or more Endpoints. An Endpoint may be included in more than one
Paging Group.

Each Group is associated to one or more Messages.

Paging Groups and their associated Messages can be assigned to one or more Operators using the
Group List sub-tab of the Operators tab.

To add new Groups, click the New button at the bottom of the right hand panel.

Endpoint Members | Mecsage List ]

Paging Group Mame | All Page (Immediate)
v Global Paging Group |Queued - When all are available j
[+ Low Priority Multicast Address | 375.0.0.254 : |4|:||:||:|

e Paging Group Name - Enter the descriptive name of the Paging Group

e Global Paging Group - Check this box to make the Paging Group available to all Operators. If
this box is not checked, the Paging Group must be assigned to Operators using the Operators --
> Paging Group List tab

e Delivery Method - The delivery method determines when audio messages will be delivered to
the Paging Group

e Send Immediately to available - Microphone Audio and Messages are sent in real time
to IP Endpoints in the Paging Group that are not involved in another audio operation

e Queued - When all are available - Microphone Audio is recorded and Messages are
delayed till all IP Endpoints in the Paging Group are not involved in another audio
operation

e Queued - When some are available - Microphone Audio is recorded and Messages are
delayed till at least one IP Endpoint in the Paging Group is not involved in another audio
operation
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Send Immediately to available W

Send Immediately to available h
Queued - When all are available y
Zueued - When some are available

e Select the Endpoints to be included in the Paging Group by checking the Member check
box. Click the Member column header to select or deselect all members

Low Priority Multicast Address - This option is only available for "queued" paging groups.
Check this box to treat "queued" Paging Group messages as a "low priority" (the Page will be
interrupted by any other Page or Intercom activity). The audio page will be directed to any IP
Endpoint that is configured with the same Background Music Multicast Address and Port, so
IP Endpoints cannot be selected from the member list

Click the Save button

To delete a Group, select the group from above and then click Delete. A confirmation dialog will be
presented to verify the action.

(GJ Press the Update Now button on the bottom of the screen to send any changes that have been made
in the Administrator Console to the Server and Operator Consoles.

Endpoint Members

The Endpoints Members sub-tab of the Paging Groups tab shows all managed Intercom/Paging
Endpoints defined to the Server.

Endpaint Members l Message List ]

Paging Group Mame | All Page (Immediate)

v Global Paging Group |Queued - When all are available j
| Low Priority Multicast Address | 275.0.0.254 by : | 4000
Member | Location | IP Address Status
BETM - IP7-MZC 10.3.3.111 Connected
BTM - IP7-STx ICC2A (... 10.3.3.8 Connected
BTM IP7-EDB (5201) 10.3.3.27 Connected
BTM IP7-FDOM (5202) 10.3.3.110 Connected

Assign Endpoints to be members of the selected Paging Group:
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IP Endpoints must have the Authorized IP Endpoint option checked on the IP Endpoints -->
General --> Configuration tab to appear in the Endpoint Members list

Click each check box in the Member column that will be included in the Paging Group

Click the Member column header to select all Endpoints. Click it a second time to de-select all
Endpoints

Click the Message List sub-tab to select the associated Messages for this group.

Click the Save button when done making changes.



Paging Groups Tab

(GJ Please note, the Member List is disabled if the Low Priority Multicast Address has been selected

Message List

The Message List sub-tab of the Groups tab shows all Messages that have been defined on the Server
and allows the selected entries to be associated with this Group.

'Endpoint Members  Message LiStE}

Paging Group Mame | All Page (Immediate)
v Global Paging Group |Queued - When all are available j
[ Low Priority Multicast Address | 275.0.0,254 : | 4000

sel | Priority | Title |

'.' An American Hymn

'.' Ave Verum

. Customer Service - Closed
9 Gettysburg

9 Mo Parking

& Mo Parking - Female

Place a check in the Sel column for each Message to be associated with this Group

the Paging Group

Click the Endpoint Members list sub-tab to make more changes or click the Save button to save
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Operators Tab

Operators

The Operators tab is used to setup logon IDs for users of the Administrator Console and the other
Consoles that interact with the TalkMaster FOCUS Server. The Operators tab is composed of three sub-
tabs Information, Queue Management and Group List.

Setup | Queues | IP Endpoints | Messages | Paging Groups | Operators

Full Mame Ilser Mame Last
Administrator admin 11/27/2011 14:16
Bell Commander bell 11/15/2011 5:44
Bell Consale bells alz7izo11 1130
Bill Wernon bill 0fz7iz011 1333
Brian McEneely brian 11/23/2011 16:15
Diaug Mew daug 112212011 12:00
Ewent Console ke 11/15/2011 4:27

e To add new Operators, click the New button at the bottom of the right hand panel, fill in the
Information, Queue Management and Group List sub-tabs and click Save.

e To manage Operators, select the Operator from above, then make changes in the Information,
Queue Management, and Group List sub-tabs then click Save.

e To delete an Operator, select the Operator from above and then click Delete. A confirmation
dialog will be presented to verify the action.

e Select the Information and Queue Management tabs to change additional settings before
clicking the Save button.

(GJ Press the Update button on the bottom of the screen to send any changes that have been made in
the Administrator Console to the Server and Operator Consoles.

Information

The Information sub-tab Of the Operators tab is used to define the Operators that will be using the
Administrator Console or Operator Console and their associated logon information.
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Information | Jueue Management || Paging Group List

68

Full Marme | Adniniskrator |

Logaon ID | admin |

Passward Ft&- |

Carfirmn | saeen |

Ermnail | |

Last On | |

Last OFF | |

Administrator Rights
[ allow Multiple Logons

FE ] [ Save ] [ Delete

Full Name - Enter the Operators full name. This will be displayed on the Status page and on the
Title Bar of the Operator Console screen.

Logon ID - This is the ID the Operator will use to logon to a Console.
Password - The operator's password. Please note this value is case sensitive.
Confirm - Re-enter the password here to verify that it is correct.

Email - Documentation only - not used.

Last On - Records the last time this Operator logged on.

Last Off - Records the last time this Operator logged off.

Administrator Rights - Allows an operator to logon to the Administrator Console to administer
the Server settings. Also, when logged on as a Console Operator, the menu option View 2>
Preferences becomes visible so Preferences can be set for the current Windows user. (applies
to all operators using that Windows user ID).

Allow Multiple Logons - This option allows an Operator to concurrently logon to multiple
Consoles. This option should be specified when the Immix software created by Sureview
systems is also being used. Under certain circumstances, Immix software requires that the same
operator be logged on multiple times. If an Operator is logged on multiple times, the right hand
side of the Status tab list the number of Logons after the Name.

(GJ Warning - Use of this settings may prevent the administrator from being able to distinguish
which Operator performed a specific task such as opening a Door or sending an Audio Page.



Operators Tab

e Press the Queue Management and Group List sub tabs to specify the Intercoms and paging
groups that should be associated with this Operator.

e Press Save when all changes have been completed.

Queue Management

The Queue Management sub-tab of the Operators tab defines the Queues of IP Endpoints that an
Operator will be responsible for monitoring.

Information | Gueds Management | Paging Group List

Mem...  Queue Mame

IInassigned
15t Floor
] 2nd Floor

D Mo Managermenk
E} Primary Management

() overflow Management

An Operator can have Primary or Overflow responsibility for one or more Queues. Intercoms in Primary
Queues are always listed in the top window of the Operator Consoles display. Intercoms in Overflow
Queues will only be listed when a Queue goes into Overflow status. Overflow Intercoms will be removed
from an Operator's display when the Overflow status is reset.

To update an Operator's Queues:
e Click on an Operator name from the left side of the screen.
e Check or uncheck a Queue Name.

e Select the Primary Management, Overflow Management or No Management radio button
for that Queue.

e Repeat for each of the listed Queues.
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Group List

The Group List sub-tab of the Operator tab defines the paging Groups that will be listed on the
Operator Console.

Information ] Queus Management Group List

Member | Global | Paging Group Title
All Page

Building A

Building A - 1st Floor
Building A - 2nd Floor
Building B

Building B - 1st Floor
Building B - 2nd Floor

O0XO0ORE

[

e Place a check mark in the Member column to include the Group on the Operator Console for this
Operator.

e Click the Information or Queue Management sub-tabs to make more changes or click the Save
button.

(QJ If a Paging Group is defined with the Global Paging Group option, it is automatically included on all
Operator Console displays.
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Audit Tab

The Audit tab displays events that occur while the Server is running and optionally plays back all of the
audio between an IP Endpoint and an Operator.

Setup ] Queues ] IF Endpoints | Messages ] Paging Groups ] Operators Audit lSEtL.IS ] IF Video Sources ]

|.-5.II Endpoints j |.-5.II Cperators j
When | Type | IP Endpoint | Conscle e
11:21:06  Reconnect BTM1.FD.EDW-FD (6008)
11:21:12  Reconnect BTM1.FD.FOM {5000)
11:21:13  Reconnect ETM1.FD.MoAmp2Gang - (5003)
11:21:20  Disconnect BTM1.HD.EDE (6010)

The following events are tracked:

Intercom connects / disconnects

Operator logons / logoffs

Intercom button presses

Audio sessions between IP Endpoints and Operator Consoles

Recorded audio between IP Endpoints and Operator Consoles (only if the Archive all Audio
Setup option has been checked)

Door Open Commands sent to IP Endpoints

Sensor inputs sent from IP Endpoints

Use the IP Endpoint and Operator drop down lists to limit the amount of information being displayed.

Use the Calendar to select a day to review. Click the Refresh button to display any events that have
occurred since the time when the last selection was made.

If the Archive all Audio Setup option has been selected, the recorded audio sessions can be selected and

played back.

To playback archived audio:

Select an entry in the Audit Log.

Click the Play button to begin playback of the file.
Use the << button to backup.

Use the >> button to move forward.

Use Stop to halt playback.
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Status Tab

Status
The Status tab shows the status of all configured IP Endpoints and currently logged on Operators.
The Status page is divided into two halves.

e The left side of the screen shows the connection status of all IP Endpoints that have been
configured on the server.

e The right hand side shows all Operators that have been configured and whether they are
currently signed on. If an Operator is logged on multiple times, the count will be displayed after
the Operator's name.

To sort the list, click on the Location, IP Address or Status column headers.

85 FOCUS Administration Coensole - Logged in as Administrato

File Search Tools Licensing Settings  Help

Setup ] QueLes ] IP Endpoints ] Messages ] Paging Groups ] Operators ] Audit  Status IIP Video Sources ]

Location | IP Address | Status | Full Marne | Status
(6000) BTM 1,FD.FDM 10.3.3.8 Connected Administrator Connected
(6001) ETM1.HD.ICC2A 10.3.3.9 Connected Automation - Alert Service Disconnected
(6002) BTM1.FD.H5A1  10.3.3.5 Connected tomation - Event Service Connected
(6004) ETM1.FD.2Gang  10.3.3.7 Connected rian Mac Disconnected
(B005) BETM1.IP7-5Tx... 10.2.2.4 Connected Call Center App Dema Disconnected
(6007) ETM1.FD.5PK... 10.3.3.2 Connected Glunk Disconnected
(6008) ETM1.FD.EDW... 10.3.3.11 Connected Jonathan Miedfeldt Disconnected
(6009) BTM1,FD.MZC 10.3.3.3 Connected VolIP Connect Service Connected
(6010) ETM1.HD.EDE 10.3.3.4 Disconnected
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IP Video Sources tab

IP Video Sources

The IP Video Sources tab is used to setup and configure video feeds that will be available in the
Operator Console. This tab only appears if a license for the Video option has been licensed and the
Admin Console RTSP Viewer has been downloaded and installed. Once the Video Sources have been
setup, they can be associated with a specific IP Endpoint and automatically displayed when an Operator
answers an Incoming Call. A Video Source can also be setup for continuous monitoring in the Operator
Console.

- 5 AdminConsole - Logg

File Licensing Settings Help

Setup I Queues I IP Endpoints I Messages I Paging Groups | Operators I Audit I Status 1P Video Sources |

Source Name | Source Address | -

Acti Bullet Camera 192.168.1.120 Video Source Mame I Acti Dome Camera

Acti Dome Camera 192.168.1.121 -

Asis Dome Camera 192.168.1.123 Video SowrceType  [ActiRTSP =l

Video Source Address I 192.168.1.121

User Name I admin

Password | 123456

Preview | (¢ Option1 ¢ Option2 { Option 3

MNew | Delete Save

Update MNow | Close I Help |

The IP Video Sources tab is divided into two halves. The left side of the screen shows the name and IP
addresses of the camera feeds that have defined.

The right hand side allows Video Sources to be created, edited, and deleted.
Video Source Name - Assign a name/location for the camera.

Video Source Type - Select the Video source type* of the camera. If the RTSP capable IP Camera is
not listed, select menu option Settings --> Video Source Types to add a new type

Video Source Address - Specify the IP Address* of the camera.

User Name - Specify the UserName™ that has been assigned in the camera software.
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Password - Specify the Password* that has been assigned in the camera software.

Preview - Click to verify that the video feed. If the Video Feed does not appear, verify the Video Source
parameters with the camera software.

New - Click to create a new Video Feed for the list.
Delete - Click to remove the selected video feed from the list.

Save - Click to save the video feed for use with the iEnterprise server.

To create a new camera feed:

Click New

Enter the cameras name, type, and address.

Enter the Camera's User name* and Password*

Click Save

Click Preview to view the feed in the window just below.

Once the Video Sources have been created, they can be associated with specific IP Endpoints by
specifying the Associated Video Source in the IP Endpoints --> Options 3 sub tab. Video Sources can
also be monitored. The Video Sources can also be monitored continuously in the Operator Console by
logging in to the Operator Console as an admin and selecting menu option View --> Monitored Video.

* Refer to the camera documentation for specific information such as the Source Address, Type,
Username, and Password.
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File Menu

The File menu has the following options:

@ FOCUS Administration Cons
File Search Tools Licensin
Restart Service
Update Mow

Import Settings
Export Settings

Logoff

Exit

o Restart Service - Restarts the Servers Windows service to allow certain configuration
options to take affect. All currently logged in consoles will automatically log back in when the
Server service is available.

e Update Now - Sends changes made in the Administrator Console to the Server and Operator
Console so the Server service does not have to be restarted.

e Import Settings - Restores the TalkMaster FOCUS Server settings that have been created
using the Export Settings option. This can be used when backing up the Server settings or
setting up a Fail Forward Server.

o Merge - Merges the settings created using the Export Settings menu option with the
settings already on this Server.

o Clean Install - Clears all of the settings on this Server and replaces them with the
settings created using the Export Settings menu option. This option should be used
when restoring a Server or creating a Fail Forward Server.

o IP Endpoints Only - Clears all of the IP Endpoints from the current Server and
replaces them with the settings created using the Export Settings. This does not
affect Server Settings, Queues, Paging Groups or Messages.

o Export Settings - Creates a backup of all of the Server Settings, IP Endpoints, Queues,
Paging Groups, and Messages.

(GJ Warning - This option does not backup the Audio Archives or the daily Audit Logs. Please
reference the Application Note for backing up the TalkMaster FOCUS Server system..

e Logoff - Logs the current user out of the software and displays the Logon dialog.

o Exit - Exits the Administrator Console session and closes the application.

Search Menu

The Search menu has the following option:
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On the IP Endpoints tab, the search will look for a match anywhere within the IP Endpoint

Location Name, the IP Address and the ICOM ID

On the Status tab, the search will look for a match anywhere within the IP Endpoint Location

Name

Enter the string to search for and click either the FIND PREV or FIND NEXT button

The search will automatically wrap when it reaches the end of the list

Once a device has been found, the same device will be selected in the IP Endpoints tab, the

Paging Groups --> Endpoint Members tab and the Status tab

Search IP Endpoint List - This option is only enabled when the IP Endpoints tab or the Status
tab is selected. Selecting this option (or pressing ctrl+f) opens the Search IP Endpoint List dialog.
If the dialog is open and a different tab is selected, the controls on the dialog box will be
temporarily disabled

e The dialog can stay open and be repositioned while other tabs are selected

e Search criteria can be selected from the drop down arrow showing the last ten searches

Find what: | STx

[ Match Case

Find Prew

=]

Find Mext

Cancel

L

File Search Tools

Licensing Settings

@ FOCUS Administration Console - Logged in as Administrator

Help

Tools Menu

The Tools menu has the following options:
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Location | IF Address | Status

(6000) BTM1.FD.FDM 10.3.3.8 Connected
(6001) BTM1.HD.ICC2A 10.3.3.9 Connected
(6002) BTM1.FD.H5A1 10.3.3.5 Connected
(6004) BETM1.FD. 2Gang 10.3.3.7 Connected
(6005) BTM1.IP7-5T%. TSR 2.2.49 Connected
(6007 BTM1.FD.5A =-IP-CS Prod  10.3.3.2 Connected

Setup ] Queues ] IP Endpoints ] Messages ] Paging Groups ] Operators ] Audit

it
At
AL
AL
Br
Ce

Gh



Menu Options

File Search Teools Licensing Settings  Help
|,\\3 Add Device Password

Setup ] Que
Remowve Disconnected Devices

Auth | Lo

@ . Find Device By |P Address
Q (&0 Save Device By IP Address
) or |
@ 1o Record Program Events To File
@ hl] Open Support Folder

A

o Add Device Security code - This option can used to set the Security option for an IP Endpoint
that has been deleted from the IP Endpoints tab and is unable to connect due to an
Authentication error. It can also be used to set a temporary password for an IP Endpoint that was
configured by another machine so the IP Endpoint can be discovered using the FIND ALL button
and configured by this machine. The Device Security code will only be saved till the TalkMaster
FOCUS Server is restarted, unless the device is saved in the IP Endpoints tab with its Security
code

o Remove Disconnected Devices - This option can be used to clear the list of any IP Endpoints
that are not connected. Please note, that if a device has a Security code, it will not be deleted
using this option. The Delete button must be used for any device that has a Security code set

e Find Device by IP Address - This option can be used to discover the configuration for an IP
Endpoint that is in a subnet that does not have Multicast enabled. The device must be reachable
by UDP on Port 1459 and be able to respond by UDP on Port 5001. After the device is
discovered, make changes to the device using the IP Endpoints tab and then save the device
using menu option Save Device By IP Address

e Save Device by IP Address - This option must be used to save configuration changes after a
Find Device by IP Address has been issued. The device must be reachable by UDP on Port
1459 and be able to respond by UDP on Port 5001

e Record Program Events to File - This option logs detailed program activity to a file. Each day's
activity is stored in a separate file. This should only be used when instructed by Digital Acoustics
Technical Support

e Open Support Folder - This option is used to open the folder containing the activity recorded by
the Record Program Events to File menu option

Licensing Menu

The Licensing menu has the following options:

Creake Signature

Manage - Manage software licensing for TalkMaster FOCUS Enterprise edition and additional services.
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P )

License Key Management @

[v Disable Hardware License Key Search

| Disable Software License Key if entered

Flease paste the License Key from the licensing email, or point to the saved license file

| -

Load License File |

Apply | Cancel

o Disable Hardware License Key Search - By default, searching for a Hardware License Key is
disabled. When using a USB License key, uncheck this box and press the Apply button

o Disable Software License Key if entered - If a software license key has been entered, this box
must be unchecked.

e License Key Entry Box - Used to enter the software license key supplied by Digital Acoustics.
Load or copy/paste the Software License Key into this field and then click the Apply button to
license the software

Instructions for obtaining a software license key:

e Select menu option License --> Create Signature
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L o)

Create License Signature

d

To request a Software Key:

1) Press "Create” to generate a
License Signature.

2) Save” to your drive.

3) Email file to
license @digitalacoustics. com
with purchase information.

4) The License Admin will issue a
Software Key and email it to you
within one business day.

Create Cancel

e Press “Create” to generate a Machine Signature

e Select “Save” to save the generated machine signature to your computer in an easy to find
location. Name the file "Company-MachineSignature.txt".

o Email the file to license@digitalacoustics.com with a copy of the Serial Number provided by
Digital Acoustics as proof of purchase

e Once the email is received by Digital Acoustics, the License Admin will issue a Software Key and
email it within one business day.

Applying the Software License Key:

e Once you receive the license file from the Digital Acoustics’, save it on the machine that
TalkMaster FOCUS EE is installed on.

e Open the Licensing -> Manage menu and select “Load License File”. Select the license file
and press Open

e The license text should automatically populate the license box. Alternatively, copy and paste the
text string into the license text area

e Press Apply

e The system tray ICON should turn green within a minute

Settings Menu

The Settings menu has the following options:

Settings | Help

Audio Configuration N

Audio Configuration - Select this option to setup the audio device to be used by the Admin Console.
The Playback and Record options should specify the Speaker and Microphone to be used
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Playback IDefauIt _v__l

Record  |Default ~|

coe_|

The selected device is used on the Messages and Audit tabs to playback messages and recorded audio.

Video Source Types - Select this option to add support for IP Cameras that use either HTTP or RTSP to
access a live video feed

Settings | Help

Audio Configuration

Video Source Types h

Support for Axis Cameras is already included in the software.

~ 1

Manage Video Source Definitions @
Video Source Types I,ﬁ,}.jg j
Video Source Mame I Axis
Viewer Type " Generic O Axis  ( RTSP
View Option 1 I http: f{3baddr %%/axis-cgi/mipg fviden, cgi
View Option 2 I http: f{%saddr %/axis-cgi/mipg fviden., cgi
View Option 3 I http: /{%%addr % /axis-cgi/mjpg fvideo. cgi

Mew | Save Delete Daone

To add a new Video Source Type, click the New button.
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Manage Video Source Definitions @
Video Source Types |,a,xi5 RTSP ﬂ
Video Source Mame | ACTi Web
Viewer Type * Generic " Axis " RTSP
View Option 1 | htip: /| ¥husername ¥e: Yepassword % @ Yeaddr Ye/ogi-binfencod:
View Option 2 |
View Option 3 |

| Save Delete | | Done |

Video Source Name - Enter the Name of the Camera Manufacturer

Viewer Type - Select the Generic radio button for RTSP for cameras that support RTSP. If the
RTSP option is disabled, go to the Digital Acoustics website and find the software download

page. Download and install the RTSP Viewer for the the Admin Consol. After the installation, the
RTSP option will be enabled. Please note that the RTSP Viewer for Operator Console will need to
be installed on each PC running the Operator Console software

View Options - Up to three different URL formats can be set up to access a camera. For
instance, different camera resolutions can be specified and Operators who will be viewing the
camera can select the resolution they want to use. The following variables can be used to
represent the UserName, Password and IP Address required by the specific type of camera. The
variables and View Option will be replaced based on the specific camera that is specified on the
IP Video Sources tab. The variables are specified as follows:

e  %username%
o  %password%

e %addr%

Once the new Video Source option has been created, it can be selected on the IP Video Sources tab.

Help Menu

The Help menu has the following options:

e Open Support Folder - Opens the folder containing the tracking log.

e Help about Administrator Console - Launches the Online Help.

e About - Displays the current software version and the software license information.
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About AdminConsole @
# Copyright (C) 2005-2013 Digital Acoustics, LLC K
Patents Pending

TalkMaster FOCUS Admin Version 5.2.1,.20
TalkMaster PassThru DLL Interface Version 1.8.0
Digital Acoustics PassThru DLL Version 5.2, 1.4
Digital Acoustics Audit DLL Version 5.2, 1.0

Digital Acoustics Security DLL Version 5.2, 1.0

Digital Acoustics Archive DLL Version 5.2, 1.0

Server License key found

Licensed for 99 consoles

Licensed for -1 intercoms

Licensed for no expiration

Licensed for options 0xfd

Licensed for SMG Event AMS Moise Video V5.0 IntMzc
Licensed to Digital Acoustics

Contact: Briain McEneely

Email: bmceneely @digitalacoustics. com

Confract: M/A

Invoice: Internal - Testing

Project/Site: Brian's Office

GUID: {25ED9315-5 1BC-409E-3Fa0-0ABERDSE 2520}

If no License Key is detected, the system will be licensed for 1 Console Operator and 250 IP
Endpoints. Otherwise the settings and information for the license key is displayed.
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Support Information

Support Central

If directed by Digital Acoustics Technical Support, the TalkMaster FOCUS Support Service can track
information about the TalkMaster FOCUS Server service and selected IP7 Endpoints. The TalkMaster
FOCUS Support Service and the Support Central Application do not require any TalkMaster FOCUS
Console Licenses.

To start recording TalkMaster FOCUS Server information in the TalkMaster FOCUS Support Service:

Open the Administrator Console to the Settings sub-tab of the Setup tab
Check the Support Console check box
Press the Update Now button

The TalkMaster FOCUS Support Service starts collecting information from the TalkMaster
FOCUS Server and writing to the daily log files

To start recording selected IP7 tracking information in the TalkMaster FOCUS Support Service:

Open the Administrator Console to the IP Endpoints --> Options 2 and then select the IP7
to be tracked.

Check the IP7 Tracking Enabled check box

The IP7 tracking information is sent to the associated Multicast Address of 225.0.0.160.
Alternatively, the IP Address of the TalkMaster FOCUS Server can be specified

Press the Save button
Repeat for each IP7 to be tracked

The TalkMaster FOCUS Support Service starts collecting information from the selected
IP7(s) and writing to the daily log files

To view the log information, press the Windows menu Start button and select All Programs -->
TalkMaster Focus--> Server Tools --> Support Central

iEnterprise tab

The iEnterprise tab displays tracking information collected from the TalkMaster FOCUS Server:
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= SupportCentral = O
File Edit Tocols Help

Wednesday, June 13, 2018 ! 1 [V auto Scrol

iEnterprise | 17 Endpoints | TPw |

12:03:38 Intercom socket 5 disconnected

12:03: 38 threadConnection: Closing socket 5 (1580) '(6019) BTM1.\WiFi. Test ' (258) from 10.2.2,34:65517 status=0
12:03:33 (11318295) releaseRTPthread: Releasing RTP thread for socket 5 (1580) '(6019) BTM 1. WiFi, Test " (0:0)
12:03:33 (11318295) releaseRTPthread: Critical Section Mot Initialized for socket 5 (1580) '(5019) BTM1.WiFi. Test '
12:03:33 (11818295) threadConnection: Stack Usage 16384

12:03:54 (11334754) threadConnection: Starting Intercom Thread for Socket 21 (1704) from 10.2.2.34:65519
12:03:54 (11834755) goodRTPpart: Port 21000 Marked good

12:03:54 (11834755) threadConnection: socket 0x540 is bound to part 21000

12:03:55 (11835267) DAPassThru:Found Name '{(6019) BTM1.WiFi.Test ' on 21 (1704)

12:03:55 (11835283) processRecy: Started intercom '(6019) BTM 1. WiFi. Test ', socket 21 (1704), v7.4.0.38. 2 op=01.40 ft=49.
12:03:55 (11835283) Force System Time Sent to 21 as 163 DoY, 118 Year, 3 DoW, 61435 Seconds since Midnight DST
12:03:55 doRCCommands:RC_IMIM: IMIN MAC=00: 1b:61:04: 51:6f Ver=7.4 Mame="{6019) BTM1.WiFi.Test"
12:03:55 (11835421) reconnect: Old socket 5 (0) being reconnected into (1704), thread being aborted

12:03:55 (11835421) releaseRTPthread: Releasing RTP thread for socket 5 (0) "(6019) ETM 1. WiFi. Test ' (1:0)
12:03:55 (11835421) releaseRTPthread: Critical Section Already Deleted for sodket 5 (0) '(6019) BETM 1. WiFi, Test"
12:03:55 (11835421) releaseRTPthread: Critical Section Mot Initialized for socket 5 (0) "(6019) BTM L. WiFi, Test "
12:03:55 CallBack: EVENT_DISCOMMECT called for intercom '(6019) BTM 1.WiFi, Test ', socket 5, status = Disconnected
12:03:55 Intercom socket 5 disconnected

12:03:55 EVEMT_RECOMMECT: Intercom '(6019) BTM1.\WiFi. Test ' socket 5 reconnected (0x22af510)

12:03:56 Intercom socket 5 old status is Idle (0x1)(0x23f0bb0)

12:03:56 Intercom socket 5 new status is Idle (0x200001)(0x22af510)

12:03:56 EVEMT_STATUS: Device 5 is Mot Mzc Handset, pConfig is Ox, owner is 0x0

12:08:35 ProcessUDPRecy loop=1, buflen=1023, IMIMN MAC=00; 1b:61:04:80:69 Ver=7.4 Name="WarpC IPw'
12:08:35 ProcessUDPRecy loop=1, buflen=526, IMIWW MAC=00: 1b:61:04:80:69

12:08:33 ProcessUDPRecy loop=1, buflen=121, IMIN MAC=00:08:dc: 13:97:e6 Ver=3.68 Name="IDN - i3-EDW'
12:45:50 threadWaorker: 3461 available memary reported

13:32:12 ProcessUDPRecy loop=1, buflen=121, IMIN MAC=00:08:dc: 13:97:e6 Ver=3.63 Name="IDN - i3-EDW'
13:46:51 threadWorker: %661 available memary reported

14:45:51 threadWorker: %75 available memary reported

Service Status: Running

e Calendar ICON - To select a previous day's activity, click on the Calendar ICON and select a

date

e Auto Scroll - When checked, the display is locked and will automatically scroll to the most recent

activity. To manually scroll through the log, uncheck this option
IP7 Endpoints tab

The IP7 Endpoints tab displays tracking information collected from specific IP7s
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= SupportCentral = O x
File Edit Tools Help

Wednesday, June 13, 2018 ‘ ”1' '| W Auto Scroll

Enterprise  IP7 Endpoints I[pw |

03:39:23 10.3.3.14 REGISTER sip:AsteriskMNowpiSIP. digitalacoustics, com SIP/2.0 ﬂ
08:39:23 10,3.3.14 Via: 5IP/2.0/JDP 10.3.3.14:5060;branch=z9hG4bkb38e 26dcf02b 3faet424dc988dd0af28;rport

08:39:23 10.3.3.14 Max-Forwards: 70

08:39:23 10,3.3.14 Contact: "(6009) ETM1.FD.MZC" <sip:6002@10,3.3, 14: 5060 =

03:39:24 10.3.3.14 To: "(6005) BTM1.FD.MZC" <sip: 6009 @AsteriskMowpjSIP. digitalacoustics. com =

08:39:24 10.3.3.14 From: "(6009) BETM 1.FD.MZC"<sip: 60023 @AsteriskMNowpjSIP. digitalacoustics. com =; tag =266ea4c 73b9b9ch!
08:39:24 10.3.3.14 Expires: 1800

08:35:24 10.3.3.14 Authorization: Digest username ="6009",realm="asterisk",nonce="1528897157 /46563 5fprocessSIPrecy: R
08:35:24 10.3.3.14 Received 5IF message

08:35:24 10.3.3.14 SIP/2.0 401 Unauthorized

08:35:24 10.3.3.14 Via: 5IP/2.0/UDP 10.3.3. 14:5060;rport=5060;received =10, 3. 3. 14;branch=z5hG4bkb33e 26dcf02b3faes4
08:35:24 10.3.3.14 Cal-ID: 266ea4c73boboca34d8f6531508fad11@10.3.3. 14

08:35:24 10.3.3.14 From: "(6009) ETM1.FD.MZC" <sip:6009 @AsteriskMowpjSIP. digitalacoustics.com > tag =sendSIPpacket: se
08:35:24 10.3.3.14 Sending SIP Message

08:35:24 10.3.3. 14 REGISTER sip:AsteriskMowpiSIP. digitalacoustics. com SIP/2.0

08:39:24 10,3.3.14 Via: 5IP/2.0/UDP 10.3.3. 14:5060;branch=28hG4bkb 300548 12efocffeba®90540ba62 36 F;rport

03:39:24 10.3.3.14 To: "(6005) BTM 1.FD.MZC" <sip: 6009 @AsteriskMowpiSIP. digitalacoustics, com =

03:39:24 10.3.3.14 authorization: Digest username ="6009",realm="asterisk”,nonce="1528897157/465685fprocessSIPrecy: R
03:39:24 10.3.3. 14 Received SIF message

03:39:24 10.3.3.14 SIP/2.0 401 Unauthorized

03:39:24 10.3.3.14 Via: SIPf2.0/UDP 10.3.3. 14:5060;rport=5060;received=10. 3.3, 14;branch=z9hG4bkb3c0548 12e facffobat
08:39:24 10,3.3.14 Cal-ID: 266ea4c73b9b9ce34defo531508fad11@10.3.3. 14

08:39:24 10,3.3.14 From: "(68009) BETML.FD.MZC" <sip:6009 @AsteriskMowpjSIP. digitalacoustics. com > tag =hG4bKb3c0548 1 2¢
08:39:24 10.3.3.14

03:39:24 10.3.3.14 processSIPdata: branch="z5hG4bkb3c0548 1 2ef9cffobat90540b6s 2367

03:39:24 10.3.3.14 doReaqisterResponse: Received response 401 for branch '28hG4bkb3c0548 12efAcffobad

03:39:24 10.3.3.14 sendSIPpacket: sent 885 bytes to 10.3.3. 247: 5060 using 5, return=885 j

INo Address Filter ;I Filters |

Eervi::e Status: Running

o Address Filter dropdown - If multiple IP7s are being tracked, a specific IP Address can be
selected from the Filter dropdown

o Filters button - Displays a set of filters that can be used to select or deselect SIP information
IPw tab

IP7 Wireless Endpoints Tracking
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= SupportCentral = O x
File Edit Tools Help

Wednesday, June 13, 2018 *1 ! W Auto Scroll

iEnterprise | IP7 Endpoints  IPw |

Mo support file found for this date ﬂ

Eervi::e Status: Running

Support Central Menu options:

e File --> Open Current Folder - To copy tracking information, select this menu option, then open
either the iEnterprise Support Database or the IP7 Support Database folder and copy the
selected day's activity. Email the data to Digital Acoustics Technical Support

e File --> Clear Database - This option will clear the current day's activity for either iEnterprise or
IP7 Endpoints

e File --> Export Records - This option will export a specific day's activity for either iEnterprise or
IP7 Endpoints

o Edit--> Find - Enter a text string to search on the currently displayed data
o Edit--> Find Next - This will find the next instance of a text string

e Tools --> Save Window Size / Position - Click this option to always open the Support Central
console window to the same position
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Support Information

e Tools --> Preferences - To change the number of days worth of tracking information that is
collected, change the default of 30. The system will automatically remove information older that
the specified number of days. Uncheck the Save Only option to save all tracking information

Contacting Technical Support
For information on contacting Technical Support, please visit our web site at:

www.digitalacoustics.com/support

About Us
Digital Acoustics, LLC

www.digitalacoustics.com

Digital Acoustics®, TalkMaster FOCUS®, ii3®, IP7® and UBAM® are trademarks of Digital Acoustics
LLC, all other marks used are properties of their respective owners. Digital Acoustics' product designs are
packaged by leading manufacturers around the world.

© 2003 - 2019 Digital Acoustics, LLC
All Rights Reserved
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Glossary
E

eSIP: eSIP is an embedded version of SIP that has been implemented in Digital Acoustic's IP7 Firmware

S

SIP: Session Initiated Protocol. SIP 2.0 is a standard protocol used in many IP Based Phone Systems.
This enables IP7 IP Endpoints to connect directly to SIP based IP Phone Systems

U

USB License Key: The USB License Key is inserted into the TMEE Server PC and determines the
number of Consoles and IP Endpoints that can be connected to the Server. If no USB License
Key is available, a single Console Operator and up to 250 IP Endpoints can connect to the
Server.
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